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Chapter 1 Product introduction

1.1 Product Overview

Fusionstor 16427 is a 2U2P universal server developed for the current market
demand. Based on the X86 architecture of Intel® Xeon fifth/fourth-generation
processor Eagelstream platform, Fusionstor i6427 is suitable for core , business
cloud computing, high performance computing, distributed storage and other
fields. The Fusionstor i6427 has the advantages of strong scalability and easy

management.

Figure 01.12HDD configuration Fusionstor i6427 system

1.2 Product Features

@® High performance

Based on Intel Eagelstream platform, X86 architecture, support the highest specifications of
350W CPU, providing more powerful computing performance;

Support up to 32 DDR5 memory, each CPU supports 8 memory channels.

@ \Variety

Supports a variety of flexible hard disk configuration schemes, providing flexible and
expandable storage capacity space to meet different storage capacity requirements and
upgrade requirements;

Supports up to 12 3.5-inch hard disks or 28 2.5-inch hard disks, and

supports 2 M.2 SSDS;

Supports onboard NIC and flexible /O card, providing a variety of network interfaces;

Supports up to 8 PCle standard expansion slots;



@ Manageability

The UID/HLY LED indicator on the BMC (BMC Integrated Management Module) Web
management interface and panel guide technicians to quickly locate components that have
failed (or are in the process of failing), simplifying maintenance, speeding up problem
resolution, and improving system availability;

The onboard BMC integrated management module (BMC) can continuously monitor system
parameters and trigger alarms.

It supports sideband management (NC-SI) and multiplexes management network ports and
service network ports. The NC-SI feature is enabled by default.

@® Low Power consumption

High efficiency single-board VRD power supply, reduce the loss of motherboard DC power
conversion;

Comprehensively optimized system heat dissipation design, efficient and energy-saving
system heat dissipation fan, reduce system heat dissipation energy consumption.

1.3 Product technical specifications

For technical specification details, please refer to the Fusionstor i6427 User Technical White

paper.



Chapter 2 Product components
2.1 Front Panel components

== %ﬁ@%@@
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1

Figure 2-1 Appearance of the front panel

Table 2-11 describes the front panel

1 Left Ear (2*USB 3.0 port)
2 3.5 "LFF Carrier *12
3 Right Ear (VGA port)

—

XN ‘i

Figure 2-2 Indicators and ports on the front panel
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Table 2-2 Describes the indicators and ports on the front panel

Serial
Number

Keys

Symbols

Function description

System Status
Indicator

A

Persistent green: The system is
normal

Blinking red (at 1Hz) : A major alarm
is generated

Blinking red (5Hz) : A critical alarm
is generated

Off: The system is shut down

Network link
indicator

Persistent yellow: Any network port
is properly connected

Blinking (2.5Hz) : Any network port
is connected

Power switch
button/indicator
light

Steady green: The device is powered
on properly

Off: The device is not powered on
Persistent yellow: Power off

Flash yellow:

1. If the single PSU is present and the
PSU overtemperature is detected, the
yellow indicator blinks at 4Hz. If the
PSU overtemperature is detected, the
system automatically powers off

2. If both power supplies are present
and single power supply
overtemperature  is  present, the
vellow indicator blinks, indicating

UID
button/indicator
light

Persistent blue: System identifier
activated

Off: The system ID is not activated
Blinking blue: Remote management

USB 3.0 port

Devices that can support USB3.0

USB 3.0 port

Devices that can support USB3.0

1



Number

Serial Keys Symbols Function description

7 VGA interface

Support VGA port display device

2.2 Rear Panel components
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Figure 22-2panel appearance 1
Table 22-2panel

T

1 OCP module

2 VGA port

3 GE1 electrical port

4 GE2 electrical port

5 BMC Management network port
6 USB 3.0 port *2

7 RJ45 serial port

8 Power module interface
9 Power module interface
10 IO module 1

11 IO Module 2

12 IO module 3

12




Figure 23-3panel appearance 2
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Figure 25-5panel appearance 4

2.3 Mainboard Components

The Fusionstor 6427 architecture block diagram is as follows:
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Figure 27 Motherboard architecture schematic diagram-

@ Support 2 Intel Icelake processors.

@ Support 32 RAM.

@ The processor is connected to three PCle Riser cards through the PCle
bus.
Different PCle Riser cards support different PCle slots.

@ The PCH comes out with 14 sets of SATA signals to support various local
storage specifications through different hard drive backplanes.
Using LBG-R PCH (Platform Controller Hub), through PCH: supports 2

® onboard GE electrical ports.
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Figure 2-8 Schematic diagram of ports on the mainboard
Table 2-4 Description of ports on the Fusionstor i6427 mainboard

Serial Serial
Number | Instructions number Instructions
1 CPUO(U1) socket 24 2U Fan1 interface (J201)
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1U Fan3 Interface

2 CPU1(U2) socket 25 (J202)[reserved]
MINIHD PORTC
3 Interface (J171) 26 2U Fan?2 interface (J203)
MINIHD PORTB 1U Fan5 Interface
4 Interface (J170) 27 (J204)[reserved]
MINIHD PORTA
5 Interface (J172) 28 2U Fan3 interface (J205)
RBP_PWR2
interface 1U Fan7 Interface
6 (J198) 29 (J206)[reserved]
CHASSIS _OPEN
sSATA 0 interface interface
7 (J193) 30 (J235)[reserved]
sSATA 1 Interface
8 (J194) 31 2U Fan4 interface (J207)
FBP_USB interface
9 (J53) 32 FBP_MISC interface (J212)
RBP_MISC
Interface
10 (J209) 33 Front VGA port (J55)
SLIMLINE 6 Interface
11 (J165) 34 SLIMLINE 1 Interface (J161)
SLIMLINE 7 Interface
12 (J166) 35 SLIMLINE 2 Interface (J162)
13 OCP 3.0 Interface (J68) | 36 SLIMLINE 3 Interface (J163)
SD1 interface
14 (J79)[reserved] 37 SLIMLINE 4 Interface (J164)
15 RISER 1 port (J145) 38 NCSI Interface (J213)
16 RISER 2 port (J179) 39 RAID Key interface (J4AT)
17 PSU1 interface (J75) 40 USB 2.0 port (J78)
18 PSU2 interface (J76) 41 REAR VGA port (J52)

15




RBP_PWR
interface
19 (J210) 42 LANT1 Electrical port (J176)
20 DIMM slot 43 LAN2 Electrical port (J177)
FBP_PWRT1
interface
21 (J168) 44 Mgmt Network Port (J150)
FBP_PWR2
interface
22 (J167) 45 USB 3.0 port (J199)
1U Fan1
Interface
23 (J200)[reserved] 46 COM1 Interface (J242)

2.4 DIMM slot

FRONT

CPUO

CPU1 CPUO

RARE

Figure 2-9 Location of memory slots
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DDRS5 installation rules:

Table 2-5 Memory installation rules for CPUO

Memory Amount of memory (v for recommended, O for not recommended)
Location
v v O O O O o O v O O O v
Channels
1 2 3 5 7 9 10 11 12 13 14 15 16
CPUO_CH_AO
A ° ° ° ° ° ° ° ° ° ° ° ° °
CPUO_CH_A1
° ° ° ° ° ° ° °
CPUO_CH_BO
B ° ° ° ° ° ° ° ° ° °
CPUO_CH_B1
° ° ° °
CPUO_CH_CO
C ° ° ° ° ° ° ° ° ° ° °
CPUO_CH_C1
° ° ° ° ° °
CPUO_CH_DO
D ° ° ° ° ° ° ° ° °
CPUO_CH_D1
° °
CPUO_CH_EO
E ° ° ° ° ° ° ° ° ° ° ° °
CPUO_CH_E1
° ° ° ° ° ° °
CPUO_CH_FO
F ° ° ° ° ° ° ° ° °
CPUO_CH_F1
° ° °
G CPUO_CH_GO
° ° ° ° ° ° ° ° ° °




CPUO_CH_G1

CPUO_CH_HO
H ° °
CPUO_CH_H1
Table 2-6 CPU1 Memory installation rules
Memory Amount of memory (v for recommended, O for not recommended)
Location v |v |0 |¥v |O |v |0 |v |O |0 |Oo |V O |0 |0 |V
Channels
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
CPUl—CH—AO ® ) ® ° ° ) ® ) ® ° ° [ [] [ [ ] L
A CPU1_CH_A1 o o o o ° ° ° °
CPU1_CH_BO
5 ° ° ° ° ° ° ° ° ° ° ° °
CPU1_CH_B1 ° ° ° °
i CPU1_CH_CO o lo lo o Jo o Jleo lo le le leo lo le e
CPU1_CH_C1 ° ° ° ° ° °
] CPU1_CH_DO e lo lo e o e . . . .
CPU1_CH_D1 . .
c CPUL_CH_EO ° ° ° ° ° ° ° ° ° ° ° ° ° [ °
CPU1_CH_E1 ° ° ° ° ° ° °




CPU1_CH_FO

CPU1_CH_F1

CPU1_CH_GO

CPU1_CH_G1

CPU1_CH_HO

CPU1_CH_H1

2CPUSE2DIMMs (1+1) CPUO: A3
CPULAD

2CPUsZ4DIMMs (2+2) SN E
CPUL AD, ED

2CPUS&EDIMMs (4+2) CPUO!AQ, €O, ED, GO
CPULA D

2CPUs&BDIMMs (4+4) CPUD:AD, €O, £0, GO
CPULAD, CD,ED, GO

CPUD:AD, B0, €O, £0, FO, 50
2CPUs&12DIMMs (6+6) CPULIAD, B0, €0, £O, FO, 6O
2CPUs&16DIMMs (8+8)

CPUD:AG, 10, €O, 00, 9, FO, 60, HO
CPU1: A, BD,CO, DO ED,FO, GO, HG
2CPUSE24DIMMS (12+412) CPUO: AD, AL BO, CO, C1, DO, EO, EL, FO, GO, GL, HO

CPU1; AO, AL, BO, €O, C1, 00, EO, E1, FO, GO, G1, HO
2CPUs&32DIMMs (16+16) CPUO: AD, AL, BO, B1, CO, C1, 00, D, EO, E1, FO, F1,GO, G1, HO, H1
CPUL AD, Al, BO, B1, €O, C1, DO, D1, £0, E1, FO, F1, 60, G1, HO, H1

Note: 1: x8 DIMMSs and x4 DIMMs cannot be mixed in the same channel.
2: non-3DS and 3DS RDIMMs cannot be mixed in the same channel;
3:9X4 RDIMMS cannot be mixed with other DIMMs (10x4 CPS or non 9x4 RDIMMs).

2.5 Model explosion diagram




Figure 2-10 Product layout

Table 2-7 Product layout description

Serial Serial
Number Instructions number Instructions
Dual hard drive
1 Motherboard 10 module
2 Memory 11 3PCIE modules
3 radiator 12 2PCIE module
4 Left ear 13 Power supply
Front hard drive
5 module 14 4 Hard drive module
Front hard drive 4 Hard drive
6 backplane 15 backplane
7 A.d. 16 Flexible I/O card
3 Air deflector 17 Case
Dual hard drive
9 backplane 18 Fan

20




Chapter 3 Product Installation and removal

3.1 Complete machine installation procedure

Step 1: Unpack the server

Before opening the packing case, check whether the packing case is damaged. If
it is damaged, contact the delivery personnel to consult the situation, and record
the documents for later processing.

Step 2: Place the server

The server should be placed in a clean environment, well ventilated, away from
heat sources and strong electromagnetic areas, and provide enough space. Step
3: Connect the server

Connect the monitor, and gently insert the signal cable of the monitor according
to the shape of the interface, and lock the screws on both sides;

Connect the network cable, the network cable is the standard RJ45 interface;
Connect the power cable, the power cable adopts the standard 220V input, and
use the three-wire interface with safety grounding, make sure that the total power
supply is off before inserting the power cable;

Finally confirm that each part of the connection is correct and firm, turn on the

main power switch.

21



3.1.1 Packaging diagram

Figure 3-1 Packaging diagram
Table 3-1 Description of the packing parts

Serial Number Instructions

1 Foam the upper part of the chassis
2 Paper fluting

3 Machine &PE bag

4 Foam the bottom of the chassis

5 Cartoon box

3.1.2 Machine out
Step 1: Open the outer package and remove the foam from the upper part of the
chassis:

Step 2: Two people take out the machine, remove the PE bag, and place the

machine horizontally on the table.

22



Figure 3-2 Packaging diagram

Before opening the packing case, check whether the packing case is damaged. If
it is damaged, contact the delivery personnel to consult the situation, and record
the documents for subsequent processing.

3.1.3 Connecting cables outside the chassis

Step 1 Connect cables in the I/O area of the mainboard. For details, see Figure 2-
3 and Table 2-3.

Step 2: Connect the CRPS power cable in the red box.

23



Figure 3-3 External chassis wiring diagram

3.2 Cover opening procedure

Step 1: Remove the two fixing screws on the side of the chassis;
Step 2: Unscrew the hand screw;

Step 3: Push back to remove the back cover;

Figure 3-4 Schematic diagram of opening the chassis cover

Step 4: Remove the air hood as shown.

Figure 3-5 Removing the air hood

3.3 Steps for removing and installing a CPU

Step 1: Install the CPU to the Clip, pay attention to the CPU must be fixed by the
Clip Clip, and the "triangle" on the CPU and the "triangle” on the clip must be in

the same corner;

24



"Triangle" sign

Step 2: Then install the Clip&CPU on the heat sink, and note that the "triangle”

on the heat sink and the triangle on the Clip must be in the same corner;

Step 3: Align the module with the heat sink hole on the mainboard, and tighten

the screws according to the indicating sticker on the heat sink.

25



Figure 3-6 Installing the CPU

3.4 Steps for removing and installing the memory

@ Assembly steps:

Step 1: Open the wrenches on either side of the memory slot;

Step 2: Put the memory into the slot with the anti-stay gap;

Step 3: Press the memory firmly into the memory slot until the memory latch is

fully locked.
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Figure 3-7 Memory installation diagram

@ Dismantling steps:

Step 1: Open the wrenches on both sides of the memory slot to unlock it;

Step 2: Slowly pull out the memory module upward, that is, the removal is complete.
3.5 Steps for removing and installing a Hard disk

@ Installation

Step 1: Push the hard drive into place; Step 2: Rotate the baffle to secure.

Figure 3-8 Installing the hard disk
@® Remove

Step 1: Press the release mechanism;
Step 2: Open the panel;

Step 3: Pull out the hard drive module.
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Figure 3-9 Removing the hard drive

3.6 Steps for removing and installing a power supply

@® Installation

Step 1: Push power supply into fixed position; Step 2: Depress the pull ring.
Step 3: Insert the AC cable and straighten the Velcro

Step 4: Use Velcro to wrap and secure the AC cable
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Figure 3-10 Power supply installation diagram

@® Remove

Step 1: Press the release mechanism;

Step 2: Lift the pull ring;

Step 3: Pull out the power supply.

3.7 Steps for removing and installing an expansion card

Step 1: Open the clip and remove the baffle plate;
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Figure 3-11 Removing the baffle from the expansion card support
Step 2: Install the expansion card into the slot and lock the structure of the

compression card;

Figure 3-12 Installation diagram of the expansion card

Step 3: To install a full-height full-length video card, install a video card bracket.

Figure 3-13 Installing the GPU card
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Figure 3-14 Installing the expansion card module
Note: The disassembly procedure is reversed.
3.8 Steps for removing and installing a Dual GPU module

Step 1: Open the clip and remove the block;

Figure 3-15 Removing the baffle from the expansion card support
Step 2: Install the GPU bracket.
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Figure 3-16 Installing the GPU bracket
Step 3: Load the full-height full-length GPU into the slot and lock the compression

card structure;

Figure 3-17 GPU installation diagram
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Figure 3-18 Installing a dual GPU module

Note: The removal steps are reversed.

3.9 Steps for removing and installing a fan card
@ Installation

Step 1: Load the fan mold into the case as shown.

~ v Z
Figure 3-15 Schematic diagram of installing the fan

() Remove

Step 1: Press the bayonet on both sides; Step 2: Lift the fan module.
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Figure 3-16 Pulling out the fan module

Note: To install, simply align the fan with the slot and insert it into the chassis.
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3.10 OCP Card Installation Steps
@ Install

Step 1: Push the OCP card into a fixed position; Step 2: Tighten the hand screw.

Figure 3-17 Installing the OCP card
@ Remove
Step 1: Unscrew the secured hand screw;

Step 2: Press to unlock the structure;

Figure 3-18 Unlocking the OCP card
Step 3: Pull out the OCP card.



Figure 3-19 Pulling out the OCP card
3.11 Guide Rail installation
Remove the inner rail of the guide rail and fix it to the chassis by aligning the chassis

hanging nails.

Figure 3-20 Installing the inner rails on the chassis

3.12 Installing the chassis into the Cabinet

Step 1: Two people in front and behind, the rear operator first guide rail rear spring
latch aligned with the hole into the rack hole.

Step 2: The front operator aligns the hole of the outer rail of the guide rail to the

frame hole, and locks two screws to fix the guide rail on the frame.
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Figure 3-21 Installing the outer rail of the rack guide rail

Step 3: Lift the chassis, align the inner rail of the chassis with the outer rail of the

Figure 3-22 Installing the chassis into the cabinet

Step 4: Secure the two screws above the ears to the slide rail.
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Chapter 4 Electrical operations

4.1 Power on the server

After placing the server according to the assembly instructions, connect at least

one AC power cable to the server, and power on properly.

@ Check the power LED indicator and the power LED indicator on the front
control panel. The power LED light shows that the power is powered on and
the system is in power standby.

@ Start the Server

@ Start the local server: Press the power button on the control board in front
of the server to start the server;

@ Start the BMC network interface: Log in to the BMC network interface and

select Start from the power control action list box.

4.2 Powering off the Server

o Perform a normal shutdown: Before shutting down, store all open files and

network services and close all applications.

o Stop or terminate all necessary system processes to shut down the

operating system and compute nodes through a normal shutdown of the system.

o Press the power button on the front panel and the server will shut down

immediately

Warning: An abnormal shutdown may result in file loss.

4.3 Power Requirements

When installing the equipment, you must comply with the local or regional

electrical regulations for the installation of information technology equipment and

must be performed by a certified electrical engineer. This equipment has been
carefully designed to be installed in an environment that can refer to the following
codes :NFPA 70, 1999 (National Electrical Code) and NFPA-75, 1992(Protection

Code for Electronic Computers/Data Processing Equipment). Refer to the product

rating label or the user documentation provided with this option for the required

power rating of the option.

Note: Use an uninterruptible power supply (UPS) to protect your server from

power fluctuations and temporary power outages. This device protects the

hardware from the effects of surges and voltage spikes, and keeps the system up

and running in the event of a power grid failure.
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o Install multiple servers and use additional power distribution equipment if

needed to safely power all devices. Follow these guidelines:

Balance the server power load between the AC power branch circuits;

Do not allow the total AC current load of the system to exceed 80% of the AC

current rating of the branch circuit;

Please use a dedicated power patch board to connect the device; >  Power

the server through a separate circuit.

4.4 Electrical grounding requirements

The server must be properly grounded in order for it to operate properly and

ensure safety. This equipment must be installed in compliance with any regional

or national electrical wiring regulations, such as International Electrotechnical

Commission (I EC) Regulations 364 Parts 1 to 7. In addition, you must ensure that

all power distribution equipment used in the installation process (such as branch

connections and sockets) are listed or certified ground equipment, as multiple

servers connected to the same power supply require a large amount of current to

be channeled into the ground. It is therefore recommended that the PDUs used

be either securely connected to the branch circuit of the building or fitted with a

non-detachable wire to an industrial plug. NEMA lock plugs or those that comply

with IEC 60309 standards are considered suitable plugs. It is recommended to use

a dedicated power strip to connect to this server.

4.5 Prevent static electricity release

To avoid damage to the system, take necessary precautions when

installing the system or removing and placing components. The static

electricity emitted by fingers or other conductors may damage the

motherboard or other electrostatic sensitive devices. Damage caused by

static electricity can shorten the expected service life of the device.

To avoid static damage, pay attention to the following:

@ Pack the product in anti-static packaging to avoid direct hand contact with
the product during transportation and storage.

@ Place the electrostatic sensitive parts in their respective anti-static packaging
for safekeeping until they are transported to a work area that is protected

from static electricity.
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Before installation, place the parts on a grounded surface for 2-3 seconds to
release the static electricity from the packaging and the human body before
removing them from their anti-static packaging.

Take the parts out of the packaging, do not temporarily place them
anywhere, and install them directly into the server. If you need to temporarily
place it, put it back in the anti-static package. Do not place the part on the
outer cover of the server or any metal surface.

Do not touch pins, wires, solder point pins, or exposed circuits.

Always take proper grounding measures when touching electrostatic
sensitive components or devices.

Use extreme caution when operating equipment in a dry environment. A dry

environment is more likely to accumulate electrical charges and increase static

electricity.

4.6 Grounding Method to prevent static electricity release

There are several methods of grounding. You can use one or more of the following

grounding methods when taking and placing or installing electrostatic sensitive

parts:

You can use a wristband that connects to a grounded work area or
computer case using a ground cable. The wristband must be able to flex
and retract flexibly, and the grounding wire must have a resistance of at
least 1 megohm

(£10%). To achieve grounding, wear the wristband close to your skin;

@ In vertical work areas, use heel straps, toe straps, or boot straps. Tie straps
around your feet when standing on conductive floors or floor MATS that
dissipate static;

@ Use conductive on-site maintenance tools and wear antistatic gloves when
handling electronic components;

@ Use a foldable tool pad that dissipates static electricity and a portable field

repair kit.

4.7 Space requirements and ventilation requirements

When placing racks, the maintenance and ventilation of the server should be fully

considered. Improper rack layout may affect the maintenance and heat dissipation

of the server, resulting in the normal use of the server. Specific requirements are

as follows:
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Leave at least 635mm gap in front (direction of the server air inlet);
Leave at least 762mm gap in the rear (server air inlet direction).

At least 1220mm gap on the back of the two rows of racks;

This server is designed for air intake from the front and air discharge from
the back, so it is necessary to ensure that the front and rear channels of the
rack are well ventilated, and the hot and cold channels are planned to ensure
that the cold air is inhaled from the front of the server and the hot air is

discharged from the back of the server.

@ When the rack server is not fully placed, the panel should be used to block
the vacant position to ensure that the hot air does not return from the server

outlet to the intake vent.

@ Ensure that the equipment room can provide sufficient cold air flow based
on

the number and configuration of servers in the equipment room.

4.8 Temperature Requirements

To ensure the reliable and stable operation of the server, place the server in an

environment with good ventilation and controlled temperature that meets its

specifications.

It is recommended that the ambient temperature of the server not exceed 35 ° C

(The ambient temperature in a single equipment room cannot be too high

according to the model configuration. The lowest temperature of the server is

supported). Do not run the server in an environment that exceeds the temperature

specified by the server. Otherwise, system damage may occur.
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Chapter 5 BIOS and BMC Functions

5.1 BIOS Overview

The Basic Input Output System (BIOS), also known as the basic input output
system, is a solidified program code loaded on the ROM chip of the computer
motherboard. It saves the most important basic input and output program of the
computer, POST self-test program after boot and system self-start program,
which can read and write the specific information of system Settings from the
CMOS. Its main function is to provide the lowest level of the computer, the most
direct hardware setting and control, to find the boot device, start the system or
other boot environment. Note: 1. Usually the default Settings are the best
property Settings recommended by the machine, and it is not recommended to
make random changes without the guidance of professional personnel;

If the modification of BIOS Settings leads to some unexpected situations such as
system abnormalities, you can restore the corresponding Settings according to
the modification record. If the recovery option can not solve the problem or the
modification option causes the problem of not starting up, you can try to recover
by clearing CMOS operation;

The BIOS Settings and operations described in this manual are based on the
official BIOS version pushed with the manual. With the iteration of the BIOS
version, some operating interfaces may be different from the graphical
representation.

5.2 Common BIOS Operations

This topic describes common operations and functions of the BIOS interface to
help you configure functions of the BIOS. This topic describes how to log in to
the BIOS Setup screen, switch between Legacy boot mode and UEFI, view system
information, view CPU information, view memory information, view hard disk

information, and view/set BMC network information.
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5.2.1 Logging in to BIOS

b o
.

FusionStor

Innovation Infinite

Figure 5-1 BIOS startup screen
Power on and start the server. The system starts to boot. When the AMI Logo
appears at the top of the screen and the following message is displayed at the
bottom of the screen: Press <DEL> to enter SETUP.Press <F11> to enter Boot
Menu.Press <F12> to enter PXE Boot. Press the [Del] key when the message ""
Entering Setup..." appears in the lower right corner of the screen. ", you will enter
BIOS Setup later, you can select the subitem through the arrow arrow keys and
press Enter to enter the submenu.
Hot key introduction:
Press F7 to enter the BOOT option selection screen and select the system boot
device.
Press F12 to select the PXE boot mode.

Table 5-1 Description of control keys

= Move
Enter Enter
+/— Change
ESC Exit
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F1 General Tips

F2 Previous set value

F3 Optimize the
presets

F4 Save & Exit

<K> Scroll up the help
area

<M> Scroll down the
help area

5.2.2 Switching between Legacy and UEFI mode

Log in to the BIOS Setup screen, navigate to the Boot screen, choose Boot->Boot

mode select option to set the boot mode, configurable option (LEGACY/UEFI)

(cannot be set by default, if you need to set, you need to right ctrl+f3 to open
the hidden mode, Then set Advanced->CSM Configuration->CSM Support to

enable as shown in the following picture:
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CSM Support [Enabled]

Figure 5-2 Setting boot mode
5.2.3 Viewing System Information

Log in to the BIOS Setup screen and navigate to the Main screen, which displays the
summary of system information, including BIOS firmware, BMC firmware and ME
version information, CPU, PCH, Microcode and memory information. As shown in

the following picture:
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Systerm Language {English]

Figure 5-3 Firmware version information
5.2.4 Viewing CPU Details

Log in to the BIOS Setup screen, navigate to the Advanced screen, and enter Scoket
Configuration -> Processor Configuration on this page to view the details and

configurable options of the CPU, as shown in the following picture:
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b Per-Socket Configuration

Figure 5-4 Processor information
5.2.5 Viewing Memory Information

Log in to the BIOS Setup screen, navigate to the Advanced screen, enter the page
under Scoket Configuration -> Memory Configuration, you can view the memory

details and configurable options, as shown in the following picture:
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Enforce DDR Memory Frequency POR

Figure 5-5 Memory information
5.2.6 Viewing Hard Drive Information

Log in to the BIOS Setup screen, navigate to the Advanced screen, Go to Platfrom
Configuration -> PCH Configuration -> PCH SATA Configuration or Platfrom
Configuration -> PCH Configuration -> PCH sSATA Configuration, you can view the
hard disk information of the current SATA interface or sSATA interface, as shown in
the following picture:
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SATA Controller {Enable]

Figure 5-6 SATA hard drive information

SSATA Contraller [Enable]

Figure 5-7 Disk information of the sSATA interface

5.2.7 Viewing/Setting BMC Network Information

Log in to the BIOS Setup screen, navigate to the Server Mgmt screen, and enter
BMC network configuration to view the current BMC IPv4/IPv6 network parameters
and configurable options, as shown in the following figure:
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Configuration Address source {Unspecified|

Canfiguration Router Lanl Address |Unspecified]

Figure 5-9 BMC IPv6 network Settings
5.3 BIOS Parameter Settings

The default Settings of the system are recommended parameters. You are not
advised to modify them without the guidance of professional personnel. Because
the modification of some options may cause the system to malfunction or fail to
start up. In order to avoid this situation as much as possible, this chapter briefly

describes the overall option configuration.
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5.3.1 Main Menu

The Main menu is the first interface that appears after logging in to the BIOS Setup
interface, which is used to display the basic information of the system, as well as
provide the BIOS Setup language Settings and time Settings. When an option is
selected on the left side of the screen, the item is highlighted, the description of the
option is displayed in the upper right window, and the description of buttons is
displayed in the lower right window.

System Language [English)

Figure 5-10 Main screen information
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Systiet Tifne

Figure 5-11 Main screen
Table 5-2 Parameters on the Main screen

Parameters on the screen Function description
Core Version BIOS core version

Project Version Motherboard version number
System Product Name System Product Name
System Product SN System product SN
Platform Motherboard platform
processor Processor number

RC Revision RC Revision number

PCH PCH Information

Total Memory Total memory capacity
Memory Frequency Memory frequency
Access Level User level

System Language System Default Language
System Date System Date
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System Time System time

5.3.2 Advanced Menu

The Advanced menu allows the user to modify the Settings of the system CPU and

other devices. The following is a description of the common parameters.

¥ Trusted Computing

Figure 5-12 Advanced screen

Table 5-3 Parameters on the Advanced screen

Parameters on the screen Function description

Trusted Computing Trusted Computing

Redfish Host Interface Settings Redfish Host Interface Settings
Serial Port Console Redirection Serial Port Console redirection
PCI Subsystem Settings PCI Subsystem Settings

USB Configuration USB Configuration

Network Stack Configuration Network Stack Configuration
All Cpu Information CPU details

5.3.3 Platform Configuration screen

54




¥ PCH-O Contiguration Runtime
Siscellananis

Figure 5-13 Platform Configuration screen

Table 5-4 Parameters on the Platform Configuration screen

Parameters on the screen Function description

PCH Configuration PCH Configuration
Miscellaneous Configuration Miscellaneous Configuration
Server ME Configuration ME Information

Runtime Error Logging Runtime error logging

5.3.4 Socket Configuration menu
On the CPU configuration screen, you can view information about the CPU and
memory, and set the working status of the CPU, including P-State and C-State.
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¥ Memoty Configurstion

Figure 5-14 Socket Configuration screen

Table 5-5 Parameters on the Socket Configuration screen

Parameters on the screen

Function description

Processor Configuration

Processor Configuration

Memory Configuration

Memory Configuration

1O Configuration

[0 Configuration

Advanced Power

Configuration

Management

Advanced Power
Management
Configuration

5.3.5 Server Mgmt Menu

The Server Mgmt screen allows you to set functional options related to BMC.

56



BMC Suppart

Figure 5-15 Server Mgmt screen

Table 5-6 Parameters on the Server Mgmt screen

Parameters on the screen

Function description

BMC Self Test Status

BMC self-check status

BMC Device ID

BMC Device ID

BMC Device Revision

BMC device Revision

BMC Firmware Revision

BMC Firmware Revision

IPMI Version

IPMI version

IPMI BMC Interface

IPMI BMC Interface

BMC Support

BMC Function Support

Wait For BMC

Wait for BMC time

Power Restore Policy

Power recovery strategy

FRB-2 Timer

FRB-2 Timer

FRB-2 Timer Timeout

FRB-2 timer timeout

FRB-2 Timer Policy

Load BMC presets
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View FRU information

View FRU information

BMC network configuration

BMC Network Configuration

System Event Log

System Event log Settings

View System Event Log

View the system event log

BMC User Settings

BMC User Settings

BMC Reset

BMC reset

5.3.6 Security Menu

The Security page allows for security-related actions. For example, you can set

passwords of BIOS users with different permission levels.

Adiministrator Password

Figure 5-16 Security screen

Table 5-7 Parameters on the Security screen

Parameters Screen

Function

description

Administrator

Password

Administrator

password

User Password

User password
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Secure Boot

Secure Boot

Settings

5.3.7 Boot Menu

On the Boot page, you can select and set the boot device.

Figure 5-17 Boot screen
Table 5-8 Parameters on the Boot screen

Parameters Screen

Function description

Boot Configuration

Boot Configuration

Setup Prompt Timeout

Prompt timeout

Bootup Numlock State

Bootup Numlock State

Quiet Boot

Quiet Boot

Boot mode select

Boot Mode Select

FIXED BOOT ORDER Priorities

Fixed boot order priority

Add New Boot Option

Add new boot option

Delete Boot Option

Delete Boot option

UEFI M.2 Drive BBS Priorities

UEFI hard drive BBS priorities

5.3.8 Save & Exit menu
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Figure 5-18 Save & Exit screen Table 5-9 Parameters on the Save & Exit screen

Parameter Description Screen

Function description

Save Options

Save configuration

Save & Exit

Save & exit

Discard changes & exit

Discard changes & exit

Save Changes and Reset

Save changes and reset

Discard Changes and Reset

Abandon changes and resets

Save Changes

Save changes

Discard Changes

Discard changes

Default Options

Default options

Restore Default Values

Restore default values

Save the User Default Values

Save the user default values
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Restore the User Default Values Restore the user default values

Boot Device Priority Boot device priority

5.4 BIOS Firmware brushing

This product provides four BIOS upgrade modes: BMC WEB upgrade, UEFI Shell
upgrade, operating system upgrade, and Redfish upgrade.

5.4.1 BMC WEB Refresh

Step 1: Log in to BMC remotely, default user name admin, password admin; Step 2:

Click Maintenance -> Firmware Update option to enter the firmware update page,
which is mainly used to update the firmware related to BMC

The BIOS firmware file is:.bin file
Figure 5-19 Maintenance-Firmware update

Firmware update

Maintenance
_‘. Configuration Updates
Note:
'D factory data reset. Here are the firmware ypdate methods and components supported on this page.

« Dual image firmware update

« HPM firmware updates support the following components
@ rirmware Information .
o BOOT and APP

o BIOS

[& Firmware update e
o CPLD
« BIOS firmware update

& Capture BSOD

Select imagefile

| System Administrator
Select file No files have been selected

{ Power-on self-test code

Disclaimer: Please note that gadgets, otherweb pages and serviceswill not work properly afterentering update mode. All open gadgets will
automatically close. If you cancel the upgrade en route, you will reset the device only with BMC and BOOT, APP component firmware updates.

Step 3: BIOS firmware update

BIOS retain configurations: By default, all configurations are not retained
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Figure 5-20 BMC does not save configuration updates
Step 4: After the file is uploaded, the updated version and the existing version are

displayed. Select Update or Update All to continue updating the firmware.

Figure 5-21 BIOS firmware update
Step 5: After the BIOS FW is updated, shut down the server and turn off the AC.

After the server is powered on again, the new FW takes effect.

Firmware update
| SSfemy————

| =

Compaonent list

Eatimesent coatn Lot wiredzn [ P Msogens

e s Iy Santaashill
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Figure 5-22 BMC configuration update completed
5.4.2 UEFI Shell Refresh

Step 1: Copy the BIOS FW update folder to the USB flash drive and plug the USB
flash drive into the server;

Step 2: boot into UEFI Shell, enter "FS1:" to enter the USB flash drive directory (FS1
is the drive letter of the USB flash drive), and then enter the directory where the
refresh script is located;

Note: FS1 is to demonstrate the location of the USB flash drive. In specific use, you
need to find the location of the USB flash drive according to the file system directory
in the Shell.

PeiRoct (0x0)/Pci(0xL1,0x5)/Sata(0xL,0XFFFF,0x0)/HDI3,GPT,EA492B1D-025F
-40CF-912E-1F5253F56466,0x264800

seconds to skip startup,nsh orany other key to continue

Shel

Directory of: FS1;\
05/10/2021 17:48 <DIR>

0 File(s) Obytes

1 Dir(s)
FS1:\>cd SR3008_DVT_BIOS_A40B07A013 20210510
FS1:\SR3008_DVT_BIOS_A40B07A013_20210510)> 1s

_DVT_BIOS_MOBOTADL3_

05/17/2021 14:35<DIR>

16777216
33554432
3549696

24596

301568

16384

/102021 09:53<DIR> 16384

/10/2021 09:53 <DIR>

5File(s) 54,207,508 bytes 5 Dir(s)

A40BO7A.ROM

A40B0D7A013.bin

A40BO7A013_Flash_Update_Guide.doc

A4OBOTAOL3 Pretest Report.xlsx
A40BO7A013_ReleaseNotes.doc

Figure 5-23 Shell BIOS firmware update

Step 3: Go to the Shell folder and execute Flash.nsh or FlashAll.nsh in the Shell folder
to update the BIOS FW. Where, Flash.nsh indicates that the FW is updated on the
premise of saving the current configuration; FlashAll.nsh indicates that the FW is
updated without saving the current configuration. The execution result of

FlashAll.nsh is used as an example.
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FS1:\SR3008_DVT_BIOS_A40B07A013_20210510\Shell\> AfuEfix64.efl ..\A40BOTAO13.bin /b /p /n /r/me jk /1

AMI Firmware Update Utility v5.14.00.0006 Copyright (c) 1985-2020, American
Megatrends International LLC. All rights reserved. Subject to AMI licensing agreement.

. Done

ME Data Size Checking x . Pass

System Secure Flash Enabled

Upda(lngTEDo(Blacl-
Done Verifying Boot Block

_Erasing Main Block

Figure 5-24 Shell BIOS firmware update
Step 4 Wait until the BIOS FW refresh script is complete. Power off the server as

prompted. After powering on the server again, the new FW takes effect.

Updating Main Block
Verifying Main Block

Done € NVEAM Block

Done Updating NVRAM Bloc
Done Verifying NVRAM Block
Done Erasing NCB Block

Done Updating NCB Block
Done Verifying NCB Block
Done Erasing RomHole Block
Done Updating RamHole Block
Done Verifying RomHole Block
Done Loading The ME Data To BIOS Dn‘n‘e R Sl p updating. Ortrying assert
HDA_SDO pin.

Update success for GBER

DER is locked, skip updating. Or trying assert HDA_SDO pin. PTT is locked, skip
updating. Or trying assert HDA_SDO pin.

Successful Update Recovery Loader to OPRx!!

Successful Update MFSB

successful update factory data

ME Entire Image update success!! WARNING !!

System must power-off to have the changes which take effect!

Process completed,
FS1:\SR3008_DVT_BIOS_A40B07A013 20210510\Shell\>

Figure 5-25 Shell BIOS firmware update

5.4.3 Operating System Refresh

@ Linux System

Step 1: Copy the BIOS FW update folder from the USB flash drive to the server and

add execute permissions.
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ABRT Has detactzd L6 problemis). For more info run: abet-cl list —since 1104533093
Irootilozalhost SRS BVI BICS ADBUTAOLS 2021052010 (s

~SUADIAIDA_RelmasaNotes ot ASRNTA ROM

~30BUTAI3 ReleaseNotes.doc M

~SHBOTADIL_RylenseNatas ot shell l
~50B0TA05_ReleaseNotes.doc Vngdows

~S0BOTAODS ReleaseNotes - Duplicit.doc “WALOOUL tmp

AATEO74013 by WRLIDOZ tmp

AMB0TADL3 Flash Update Guida doc SWRLIGOT.AMD

ASFENTACLY. Fretest Bepart dss “WHLDO004 $mp

AROBOTADL3 ReleaseNotas doc

[root @i\t R3908_DVT_BGS_AACRITARIZZ 02105102 hmo TTT
[reotizlocalhast SRI008 BI0S AI0BOTAILI, 202105107 s
~SHANAAL ol .

K16 _AMBUTANEY_ D005 [ ]

Figure 5-26 Linux BIOS firmware update
Step 2: Go to the Linux folder and select either 32-bit or 64-bit (using 64-bit as an

example) depending on the system the server is installed on.

File Ecit View Search Tenminai Hefp.
ABRT s detected 18 problemiel For mote info rum abet-oil st -3 nee 1104538033
[rootgilacalhost SRIOUK_LNT_RIOS_AL0G01AG1Y 202105100 18

~$08034004_ReleaseMotes doc AAZBUTA ROM
~SCEOTADOS Releaseliotes Coc Limus
~42B0TADA RelesseNotesdoc shel
$SOBITAOS ReleaseMotes.doc Windows
~50B0TAQ0S_ReleaseNotes - Duplicit.doc ~WALOCOLtmp
A4DBTTARLY b WA 2 tmp
AMOBITADI3Flash Update G it iez.doc SWRLOCOL P
AROBTTATLY_Pretest Heport dsx ~WRLLODM tmp
AOBITACII Releasetlotes doc
mootizincalhost SK3008 DVT BIOS AIBGIALLE 202105 JU]# chmod 777 ‘

[root@locaihost SRI008_OVT _BIOS AMOBOTACLE 30210510 s
50803004 _Releas: doc MOBOTAROM
L

Viimdows
uplict.doc WRLGDOL tmp

MOBITADL S Sirieazetiores doc

[root@localhost SRANE DVT BIOS A40BOTAULE 20210510% cd . /Linux/
[roct@localhostLinux]i is

264

[roctgilocaihest Linukly cd 68/
[root@iocalnosta4}=1s

alulnk 64 FlashAllsh Flashish reagime.tx
[roceyitocathost aa)é chmod 777 *
[rootaiocalhost 64)# s

i

4 1 Uastiaitals |y sh widiteim 1

[roct@lonalhout 641¥ | |

Figure 5-27 Linux BIOS firmware update

Step 3: Run Flash.nsh or FlashAll.nsh in the Linux folder to update the BIOS FW. Where,
Flash.nsh indicates that the FW is updated on the premise that the current
configuration is saved; FlashAll.nsh indicates that the FW is updated without saving

the current configuration. The execution result of FlashAll.nsh is used as an example.
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Figure 5-28 Linux BIOS firmware update
Step 4 Wait until the BIOS FW refresh script is complete. Power off the server as

prompted. Power on the server again to make the new FW take effect.
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Figure 5-29 Linux BIOS firmware update

5.4.4 Redfish Write

Redfish requires the POSTMAN tool to upgrade the BIOS.
Step 1: Create a session and get the token value
Operation type: POST

URL: https://device_ip/redfish/v1/SessionService/Sessions

Fill in the request header under Headers
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X-Auth-Token: auth_value

Content-Type: application/json

Select Body->raw, fill in the body of the request message, and enter the username and
password that already exists:

Request body:

{

"UserName":"Administrator”,

"Password":"Admin@9000"

}

Click Send to view the response code and response information with expected result
A.

A, URL POST response code 201 Created; Can obtain X-Auth-Token information; The
response information contains the user name, id, permission, login time, local ip

address of the user, id of the created session, name, and description Operation

FOST hitps:/10.35,131 30/ red fleh/v 1/SesslonSen lce/Session s 1
B At iation ®  Hesders(13] fody & Frewquetiopl Tosts Sathings
Veaders 1€ tvihen
ALY VALUE DESCAIPTION
XAth Tone
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POST Ity 10,25 02130 redlsh AV ) /Sesti onSery Ice/Sessions
Painn Adtersaien ®  Headers(iz body ®  Fmmcuert ot T Setiligs
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o .
.‘V Useiame™ "Rl st
‘ (3

Figure 5-30 Redfish Upgrading BIOS firmware
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Figure 5-31 Redfish upgrading BIOS firmware

View the created session token value (default timeout is 300s)
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Figure 5-32 Redfish upgrade BIOS firmware

Step 2: Issue the command to upgrade the BIOS and view the upgrade task id in the
response body

Operation type: POST

Input the correct request URL: https://device_ip/redfish/v1/UpdateService/upload;
Headers type the request header that is obtained under headers

X-Auth-Token: auth value

Refer to the redfish interface documentation, click body->form-data,

Fill in the following information

Fill in the KEY field with UpdateParameters; In the corresponding VALUE field, click
Text, select File, then click "Select File ", navigate to the refresh path, select
parameters.json (the file name in the version package).

Enter OemParameters in the KEY field; In the corresponding VALUE field, click Text,
select File, then click "Select File ", navigate to the refresh path, select
oem_parameters.json (the file name in the version package)

In the KEY field, enter UpdateFile; In the corresponding VALUE field, click Text, select
File, and then click "Select File" to navigate to the refresh path and select
A40B07A00x.hpm (refresh file name in the version package).

Click Send to view the response code and task id in the response information. The
expected result is A.

o URL POST Response code 202 Accepted, the response information is the

information of the created task Parameter Description:
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Parameter

s Meaning Value

device ip The ip | Ipvd\ipv6\ domain name
address of the
server

auth value Authenticatio
n parameters | Through
for the | https://device_ip/redfish/v1/SessionService/Sessio

reques | ns create a session, when in the returned response

t message Headers in the body - x - auth - token value

Operation Example:
DHpe//10. 3% 12035 redfish vl MpdateService/uplosd

veoeretion @ Hesders(12 Bty W FiogustSep _— Sotiings

KEY ‘e TESCRIFTION

L Tokan G AT Mg UL
Figure 5-33 Redfish Upgrading BIOS firmware
Figure 5-34 Redfish upgrading BIOS firmware

Figure 5-35 Redfish upgrade BIOS firmware

Step 3: Check the upgrade task status and wait for the task to complete
Operation type: GET

URL: https://device _ip/redfish/v1/TaskService/Tasks/id Request header:

X-Auth-Token: auth_value Request message body: None Parameter Description:
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Parameter

s Meaning Value

device ip Theip address | IpvA\ipv6\ domain name
of the server

auth _value Authenticatio
n parameters | pass
for the | https://device_ip/redfish/v1/SessionService/Sessio

reques | ns create a session, when in the returned response

t message Headers in the body - x - auth - token value

id id of the task | Obtained from the body of the response returned
you created by the POST upgrade operation

Example operation:
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Figure 5-36 Redfish Upgrading BIOS firmware

Information description is displayed:

Return Meaning Return value

Information

Response The response 200 OK

code status of the

request

TaskState Current state of
the task

Specifies the state of the task resource.
New
Starting
Running
Suspended
Interrupted
Pending
Stopping
Completed
Killed
Exception

Service

Step 4: The AC is powered off when the task status is "TaskState": "Completed".
Step 5: After the machine is powered on, check whether the BIOS version is
upgraded to a higher version.

5.5 Introduction to BMC
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The Baseboard Management Controller (BMC) remotely manages servers.

The BMC monitors the parameters of the CPU, memory, fan module, and power
module, such as the temperature, voltage, current, and speed of the fan module, and
adjusts the parameters accordingly to ensure a healthy system. In addition, the
BMC records hardware information and logs, informing you of possible system
operating risks and helping you locate future problems.

The BMC is an independent system. It does not depend on other hardware (such
as the CPU and memory), nor on software (such as the BIOS and OS). It can
upgrade the firmware of the machine, view the machine equipment, and other
operations when the machine is not turned on. At the same time, the BMC can
interact with the BIOS and OS, so that you can better manage the server.

BMC Default contents:

Categories Default

BMC  management Default DHCP

network port

parameters

BMC login username

and password

Default username: admin

Default password: admin

BMC Time Zone

East 8

BMC MAC address

The MAC address is stored in the EEPROM

Date/time and NTP

service

Sync with the NTP server

Service port

KVM service port: 443
IPMI Service port: 623
Https service port: 443

Serial port parameters

115200, 8, N, 1, None
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BMC COM port ttys5
Verify each message Enable
Enable

User level

authentication

Access mode

Always available

Privilege Level Limit

Privilege level Limit

Power recovery Always on
strategy

IPMB subaddress 0x20

KCS base address 0xCA2(SMS)

Power Management

Remote power restart in the standby state, support

power on, power off, and reset operations,

independent of system power on

BMC system event

logs

Record memory ECC logs

Record ambient temperature alerts

Record system startup/shutdown logs
Record the CPU temperature exception log
Record CPU abnormal alerts

Record power supply voltage alerts

Remote KVM

Enable
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Firmware updates Support for Web Ul updates

Supports local update under Linux
Support for SSH updates
Support for Redfish updates

Configure the IP address of the BMC management network port:

You can configure the IP address of the BMC management network port through
the BIOS (Setup->Server Mgmt->BMC network configuration). You can configure
the network as a dynamic IP address or a static IP address.

Note: The management network port must be in different network segments from

the data network port. Otherwise, security risks may occur.

5.6 This topic describes the BMC function

The BMC home screen displays the following information:
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Figure 5-37 BMC home screen

Warnings:

Once the user is logged into the admin interface (as shown in Figure 5-37),
remember not to do the following:

Refresh the browser button

Refresh the browser's menu
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Browser forward and backward options

F5 on your keyboard

Backspace on the keyboard

Otherwise, the BMC will exit the management interface and you need to log in

again
Options Instructions
This page mainly contains the following four
points:
Information Information overview
System checklist
Sensors
FRU information
Options Instructions

Logs and Alarms

This page mainly displays log and human alarm
information, which has the following six
categories:

Current Alarms

IPMI Event Log

Log setting

Audit log

Historical alarm logs

One-click collection

Power and Energy

This page displays information about power
supplies and energy consumption. * Power
Control

Historical statistics

Thermal management

Power capping

Power configuration
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Remote Services

This page mainly displays remote services related
information:

Services

Remote control

Mirror redirection

RAID management

UID Settings

Users and Security

This page mainly displays information about users
and security

User Management

User Group Management

PAM Sequence Settings

SSL Settings

External User Services

Options

Instructions

Settings

This page is mostly about configuring BMC
options

Date & Time

Network Settings
Media redirection
SMTP Settings
Platform Event Filter
Video recording

IPMI interface
System boot item
HDD lighting Settings

76




This page contains the following features:
Configuration updates

factory data reset.

Firmware information

Firmware Updates

Capture BSOD

System Administrator

Power-on self-test code

Maintenance

5.6.1 Logging in to BMC

Enter https://BMC IP in the address bar of the browser. The system displays the
login page, prompting you to enter the user name and password. The following
screenshot is shown. Click the language bar to change the language. Note: You

need to change the default password for your first login.

Baseboard management
controller

Figure 5-38 BMC login page
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Baseboard management controller

4408 AL e S04 Than &

New Password

Figure 5-39 BMC password change screen

5.6.2 System Summary

The information summary includes server information, firmware information,
server running status, common operations, equipment information, and online

user information.
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Figure 5-40 System list page
5.6.3 System List
This page displays information about the hardware layout of the system and
details about the active PSU, DIMM, PCIE, CPU, and storage devices.
System: Displays current system information, including manufacturer, power

status, serial number, BIOS version, UUID, etc.
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I System inventory

System Information

Information

Substrate information
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Figure 5-41 System list - System
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Processor: Displays information about the processor used.

| System checklist

Message
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Processar Infarmation (Part 2 of 2)
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Figure 5-42 System listing - Processor

Memory controller: Provides basic memory information, including the manufacturer,

capacity, status, and type of memory.
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Figure 5-43 System checklist - Memory controller

Baseboard: Displays baseboard BMC information and

status.
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| System checklist
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Figure 5 -44 System list - Baseboard information
Power supply: Displays power supply information and voltage sensor information.
I System inventory
Information
Power Supply Type information (Number of power supplies: 1)
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Figure 5-45 System list - Power supply information

Thermal: Displays the status and speed of the fan and the status and value of the

temperature sensor.
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Figure 5-46 System list
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PCIE Devices: Displays the current PCIE devices.

System checklist

PCIEDevice Information
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Figure 5-47 System list -PCIE devices

Storage device: Displays storage device driver information

controller information.
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Figure 5-48 System list - Storage devices
5.6.4 Sensors

-~ b

Apacity (GB) Miceanm rute

L3¢ he vitw OWIIT

You can view all sensors supported by the server on this page. The Sensor Reading

page displays all sensor information. On the Sensor readings page, real-time readings

of all available sensors will be displayed with details such as sensor name, status,

current reading and behavior. It is also possible to select the type of sensor you want

to display from the list. Sensors include temperature sensors, fan sensors, watchdog

sensors, and voltage sensors, among others. This page will refresh automatically with

the data from the database. Note that there may be some delay in retrieving live data.
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Sensor Types Description

Alarm Sensor Information about the sensor that generated an

abnormal alarm

Temperature Sensor Displays the  real-time value of the

current temperature sensor

Power sensor Displays the real-time value of the current power
sensor

Voltage sensor Displays the real-time value of the current voltage
sensor

Displays the real-time value of the current fan

Fan sensor sensor

Utilization sensor Displays the real-time value of the current utilization
sensor

Discrete sensor Displays the real-time value of the current discrete
sensor

Historical statistics Display historical data of power consumption,

ambient temperature, fan speed

Critical sensors (Describes information about the sensor that generated an

abnormal alarm)

Messages

Figure 5-49 Key sensor

Temperature sensor (shows the real-time value of the current temperature sensor)
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Figure 5-50 Diagram of the temperature sensor

Power sensor status (shows the real-time value of the current power sensor)

Figure 5-51 Power sensor

Voltage sensor status (shows the real-time value of the current voltage sensor)
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Figure 5-52 Voltage sensor diagram
Fan sensor status (Shows the current real-time value of the fan sensor)
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Figure 5-53 Fan sensor status

Utilization sensor (Shows the real-time value of the current utilization sensor)
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Figure 5-54 Diagram of the utilization sensor
Discrete sensor (Displays information about the current discrete sensor)
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Figure 5-55 Discrete sensor diagram

Historical statistics (showing power consumption, ambient temperature, and the last

month's historical data of the fan)

Figure 5-56 Historical statistics
5.6.5 FRU Information
This page displays BMC FRU device information. The FRU page displays basic

information, chassis information, mainboard information, and product information
about the FRU.

FRU Device ID: Select an FRU device ID from the drop-down list to view the details of
the selected device.

FRU Device Name: The device name of the selected FRU device will be displayed.
Users can view different devices by selecting different FRU ids. A maximum of nine
FRUs can be viewed on the page, which are as follows: Motherboard FRU, PSU1 FRU,
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PSU2 FRU, Front 12 HDD BP FRU, Rear 4 HDD BP FRU, Riser1 FRU, Riser2_FRU, on the
Motherboard FRU page.

Figure 5-57 FRU information

5.6.6 Logs & Alarms

5.6.6.1 SEL Logs

This page displays all SEL log information.

-
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Figure 5-58 SEL logs
5.6.6.2, Log Settings

This page is used to configure the event log
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Figure 5-59 Log Settings
Log Setup Policy: This page is used to configure the log storage policy for event logs.
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Figure 5-60 Log Setup Policy - Log Setup policy
Advanced Log Settings: This page is used to configure the enable/disable of the

logging system and the configuration of local/remote storage log policies
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Figure 5-61 Log Settings - Advanced Log Settings

5.6.6.3, Audit log
This page is used to display audit logs.

Figure 5-62 Audit logs
5.6.6.4 Maintenance Logs

This page is used to display maintenance logs
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Figure 5-63 Maintenance logs
5.6.6.5. One-click Collection

This page supports one-click collection of logs, server configuration, asset information
and other data.

Crm s = e

Figure 5-64 One-click collection
5.6.6.6. Current Alarms

This page displays current alarms
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Figure 5-65 Current alarms
5.6.6.7 Automatic Outage Export

This page shows the outage export Settings.

Figure 5-66 Automatic outage Export
5.6.7 Power and Energy

5.6.7.1 Power Control
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Figure 5-67 Power control
Power off: Selecting this option will immediately power off the server.

Power on: Selecting this option will power on the server.

Power Cycle: Selecting this option will first turn off power and then restart the system
(cold boot).

Hard Reboot: Selecting this option will restart the system without shutting it down (hot
boot).

NMI: Triggers to produce a non-maskable interrupt. It is recommended to use this
feature when you can no longer use the operating system.

ACPI Shutdown: Select this option to start the operating system shutdown before
shutdown.

AC Loop: Select this option to perform an AC loop.

BMC Cold Restart: Select this option to restart the BMC directly.

Power-on Auto power on: Automatically power on after the power is connected Power-
on does not automatically turn on: After the power is connected, wait for the power to
turn on

Restore the status of the last host power supply: After the host power supply is
connected, the host power supply is restored to the status before power failure
Random power-on: After you select a time, the BMC randomly generates a delay within
the selected time and then powers on the host. If you select 0 seconds, the delayed
power-on function is disabled

5.6.7.2 Power Supply Configuration

This page describes the configuration of the power supply working mode
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| Powet supply configwation

Figure 5-68 PSU configuration
5.6.8 Remote Services

5.6.8.1, Service
This page lists the services performed on BMC. Displays the current status and other

basic information for each service.

l service
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Figure 5-69 Services
5.6.8.2, Remote Control

This page provides an interface to enable HTML5 KVM.
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Figure 5-70 Remote KVM
KVM

After clicking "Enable HTML5 KVM", the browser will display a new page. The left side
of the page mainly provides other functions such as video recording Settings, power
management, and shortcut key sending.

The right side of the KVM page provides shortcut keys for mounting media image, and
powering on or off the power supply.

The lower right corner of the page provides control keys that you need to use the KVM.
The green color of the control key indicates enable, and the gray color indicates
disable. You can press the control key to change its status to the opposite of the current

one.

. S S Myt - s e « EEmaa

Figure 5-71 Remote control -H5 KVM Note:
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If the user wants to use a key combination, for example "Ctrl C". Press CTRL enable on
the KVM and then type C. Then the KVM sends Ctrl C to the operating system. If you
do not set the CTRL key to enable and type Ctrl C directly on the keyboard, the KVM
will send a letter C to the operating system (the local control key is blocked by the local
operating system and cannot be recognized by the KVM). When you do not need to
send a key combination, set the KVM control key to the default state (NUM is "enable”,
all others are "disable").

KVM Mouse Settings

This page allows you to configure mouse mode in KVM. Only "Administrator” has
permission to configure this option.

Relative Mouse mode: Relative mode calculates the amount of relative mouse
displacement and transmits it to the server

Absolute Mouse mode: Absolute mode transmits the absolute position of the local
mouse to the server. It is recommended that the server run Windows or a newer version
of Linux

Other mouse modes: Other modes calculate the displacement of the local mouse in

the central position and send it to the server

Remote KyM

Figure 5-72 Remote Control -KVM Mouse Settings
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5.6.8.3. Image redirection

Local Mirror

Figure 5-73 Mirror redirection - Local mirror
Remote Image: Emulates CD/DVD/floppy/hard disk images in the network through

BMC for media hosting.

| Murrar redieection

Figure 5-74 Image redirection - Remote mirroring
5.6.8.4. RAID Management

RAID management includes RAID controller information, storage summary, physical
disk information, logical disk information, backup power supply information, event

logs, and chassis information.
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| RAID management
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Figure 5-75 RAID management
5.6.8.5. Fan Settings

This page allows you to view and set the duty cycle of the fan.

Go to “Fan Setting”

= Information Logs&Alarms Power RemoteService User&Security Settings Maintenance

Fan settings Services

Remote KVM

Image Redirection

RAID Management
Fan control mode ° Automs AC reserved fan mode m

SAS IT Management

Fan number: 4/4

ial Waming. present @ Absent

Fan name Present  Status  Fan duty Fan Setting ed Control

. ° ® o | LED Setting | |
FAN2 [ (/] 60 I I I |
FAN3 [ ] (] 60 | | | |
FANZ4 [ ] (] 60 | | | |

Default setting would be Automatic

= Information Logs&Alarms Power Remote Service User&Security Settings Maintenance

Fan settings

Fan number: 4/4

Fan control mode (@) Automatic Non-automatic AC reserved fan mode

@ Normal waming. present @ Absent

Fan name Present Status Fan duty Speed Control

FAN1 [ ] o 60 I |

FAN2 [ ] (] 60 | | | |
FAN3 [ ] Q 60 | I | |
FAN4. ® (] 60 | | | |



To change the speed of Fans check Non-automatic and click on Save button

= Information Logs&Alarms Power RemoteService User&Security Settings Maintenance

| Fan settings

Fan number: 4/4
Fan control mode Autematic (@) Non-automatic AC reserved fan mode
@ normal £\ wWaming @ Present @ Absent

Fan name Present  Status  Fanduty Speed Control

FAN1 [ ] (] 60

FAN2 60 ‘

[ ] (/]
FAN3 [ ] (] 60
FAN4 ® (-] 60 ‘

Now the options will be available to change the speed of fans

| Fan settings

Fan number: 4/4

Fan control mode Automatic ° Non-automatic AC reserved fan mode

(-] NurmalAWaming. present @ Absent

Fan name Present  Status  Fanduty Speed Control

FANL [ ] [ 48 5¢ 75%  100% Edit
FAN2 [ ] [} 4 5¢ 5%  100% Edit
FAN3 [ ] [] 52 5¢ 5 75% 100% Edit
FAN4 [ ] [] 52 5¢ 75% 100% Edit

Ent the Fan duty speed accordingly or can click on the available fan duty speed in the
range of 25%, 50%, 75%, 100%

FAN1

v

Close
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Now click on Save button for setting done

= Information Logs&Alarms Power Remote Service User& Security Settings Maint

| Fan settings

@

Fan number: 4/4

Fan control mode Automatic ° Non-automatic AC reserved fan mode

@ normal Warning. present @ Absent

Fan name Present  Status  Fanduty Speed Control

FANI [ ] ] 50 5% 100% Edi
FAN2 [ ] o 50 5% 100% Edit
FAN3 @ V] 50 5% 100% Edit
FAN4 [ ] (] 50 75% 100% Edit

Figure 5-76 Fan Settings

Note: On each system boot activity, the fan speed will reset to Automatic.

5.6.8.6. LED Settings
This page displays and sets the status of UID light, health light, NVME light, HDD light.
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Figure 5-77 UID Settings
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Figure 5-79 Setting an NVMe indicator
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Figure 5-80 HDD indicator Settings

5.6.9 Users and Security
5.6.9.1 User Management
This page will list the permissions of all existing users and users as well as the number

of failed attempts to set a password.

| Uner management

I

3

L

-
.. o0
* & )
(- J - I

Figure 5-81 User Management
5.6.9.2 PAM Sequence Settings

This page is used to configure the PAM user authentication order to BMC. Shows the
available PAM modules in the BMC support list. Click and drag and drop the PAM

modules to change the order in which they are needed.
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FAM g mccn

Figure 5-82 PAM sequence Settings
5.6.9.3 System Firewall

This page can be used to set the system firewall

| Systam firewall

Vmneral Flrewall ot i Address Frewall naes Dot Frowall rules

Figure 5-83 System firewall
General firewall: You can configure a general firewall to view existing firewalls and add

firewall rules.
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L P Address Frewall naes Pont Frowall rules

Figure 5-84 General Firewall Settings
Add Firewall Settings: Add a new general firewall setting

| aga Firewan Semngs

Figure 5-85 Add firewall Settings
IP Firewall Rules: Existing IP rules can be viewed, and buttons are provided to allow
users to add IP rules.
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Figure 5-86IP firewall rule
Add IP Rule: Add a new IP firewall rule

| Atding @ Ruies

Figure 5-87 Add IP rule

Port firewall rule: You can view the current port rule and add a button to add a port

rule.
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Figure 5-88 Port firewall rules
Add Port Rule: Add a new port firewall rule

Figure 5-89 Add Port Rule
5.6.9.4 SSL Settings

SLL Settings can be made on this page. This includes viewing SSL certificates,

generating SSL certificates, and uploading SSL certificates.
Viewing SSL Certificates: Displays basic information about uploading SSL certificates. It

contains the version serial number, signature mechanism, and public key.
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Figure 5-QOSLL Settings - View SSL credentials
Generate SSL Certificate: Enter the information required for SSL to generate the SSL

certificate.

Figure 5-91 Generating an SSL certificate
Upload SSL authentication: Displays the current certificate and private key, and can

upload a new certificate and private key.
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Figure 5-92  Uploading SSL authentication
5.6.9.5. System Administrator

This page displays the information of the system administrator and
supports changing the password of the system administrator.

Figure 5-93 System administrators
Figure 5.6.9.6. External User Services

This page supports Settings for LDAP/E-directory, Active Directory and Radius
LDAP/E-Directory Settings: General LDAP Settings
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Figure 5-94 External User Services - LDAP/E-Directory Settings - General LDAP
Settings

Role Groups:

1
| LOAR/E Dirwttury § ottings

Figure 5-95 External User Services - LDAP/E-Directory Settings - Role groups
Active directory Settings: General Active directory Settings
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Figure 5-96 External User Services  -Active Directory Settings - General Active
Directory Settings Role Groups:

| Dynamic airectary seng

Figure 5-97 External User Services  -Active Directory Settings - Role groups
RADIUS Settings: General RADIUS Settings
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Figure 5-98 External User Services -RADIUS Settings - General RADIUS Settings Advanced
RADIUS Settings:

| mADHs St

Figure 5-99 External User Services  -RADIUS Settings - Advanced RADIUS Settings
5.6.10 Settings

5.6.10.1, Date & Time

This page is used to set the date & time on BMC. You can select a point on the map to
configure the time zone. In other boxes, you can configure the time, NTP server, and
time synchronization method.

Points to note:

When the NTP service is enabled but the BMC fails to synchronize time from the

NTP server, the BMC synchronizes time from the BIOS during the BIOS restart.

When the NTP service is disabled, the BMC synchronizes time from the BIOS during the
BIOS restart.
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In the preceding two scenarios, if the BIOS time is longer than the BMC time and the
time difference exceeds the remaining valid session time, the BMC sessions will be
logged out after the time is synchronized from the BIOS. The current Web session, KVM

session, and ssh session will be logged out. If the time difference is smaller than the

remaining valid session time, the session is not logged out.

Figure 5-100 Settings - Date & Time
5.6.10.2, Network Settings

This page includes network IP Settings, network binding configuration, network link
configuration, DNS configuration and NC-SI configuration.

Network IP Settings: This page allows you to configure the network parameters of
BMC

\’ Teetwork Semings
|

..............

I

Figure 5-101 Network Settings - Set the
network IP address
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Network Connection Configuration: This page allows you to configure the working

mode of the network port

| reetwork Semings

Figure 5-102 Network Settings - Network Connection Settings
DNS Configuration: This page allows you to configure the server DNS

| reerwork semings
|

Netwark 1P Setrings Network Connecton Configuration DNS Cealiguration Sideburd interface |NC-5(|

I #ermin

Figure 5-103 Network Settings -DNS configuration
Sideband Interface: This page can select the mode configuration of NCSI
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Figure 5-104 Network Settings -NCSI configuration
5.6.10.3. Media Redirection Settings

This page can configure server remote mirroring.

General Settings: Remote Media support and local media support can be
enabled/disabled on the page by selecting/unselecting. If selected, the corresponding
remote media type will be displayed (CD/DVD, hard disk). When selecting a different
media type, its corresponding configuration will be displayed.

Users can configure different Settings for different remote media types.

Figure 5-105 Media Redirection Settings - General Settings
VMedia Physical Device Settings: This page configures Flobby, CD/DVD, number of

devices supported by virtual media redirection, and the physical device corresponding
to remote KVM HD.
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Figure 5-106 Media Redirection Settings -VMedia physical Device Settings Remote Session:

Figure 5-107 Media Redirection Settings - Remote session Active redirection:
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Figure 5-108 Media redirection Setti ngs - Active redirection
5.6.10.4. SMTP Settings

This page is used to set SMTP. If you have any questions about the specific setting,

please refer to the help information.

[T ———r—

Figure 5-109 Settings -SMTP
5.6.10.5. Alarm Management

This page contains Trap message notifications, SNMP Settings and event filters.

|

]

'

i
ellvet! ¢

Figure 5-110 Alarm Management 5.6.10.6. Video Recording

Video log: This page displays the available recorded video files
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Figure 5-111  Video log
Automatic Video Settings: This page can be used to make automatic video Settings.

Video Trigger Settings: Can be selected/unselected to add or remove triggers for your

system.

AJUITTIAC video setug

i ? gt s et T s P Catr b g

Dttt

Figure 5-112  Automatic Video Settings - Video trigger Settings
Video Remote Storage: Enable/disable remote video support by selecting/not selecting.
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Figure 5-113 Automatic Video Settings - Video Remote Storage Pre-Event Video recording:
This page is used to set Pre-Event video recording configurations. Pre-Event video
recording is disabled by default. To enable PreEvent video recording, set Trigger video

recording on the Trigger Configuration page.

| Mitomatc vidws seng

W g At o ot s P Lot b b o

Cmroicon Wi

Figure 5-114 Automatic video Settings -Pre-Event Video record
5.6.10.7 IPMI interface

This page is used to configure the IPMI interface
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Figure 5-115 IPMI interface 5.6.10.8 System Boot Option

This page shows and configures the system boot sequence

Pk

Figure 5-116 System boot options
5.6.10.9 SAS IT Management

The SAS IT control management page contains SAS IT controller information, physical

device information, topology information, event logs, and SAS IT chassis information.
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Figure 5-117 SAS IT management page
5.6.11 Maintenance

5.6.11.1 Configuration Update

Configuration Update: This page includes backing up configuration, restoring
configuration, and saving configuration.

Backup configuration: Save the BMC configuration in a file by clicking on the
corresponding module and clicking on Download Configuration (the file is used to

restore the configuration).

AN U I e grarinn

Figure 5-118  Configuration Update - Back up configuration
Restore configuration: You can use the previously saved configuration file to change

the BMC configuration. Use the search button to select the profile you want to restore.
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Figure 5-119  Configuration Update - Restore configuration
Save the configuration: Check the configuration that you want to save when restoring

the configuration. The checked content in this section will be reserved by the BMC when

performing operations such as updating the firmware or restoring factory Settings.

Figure 5-120 Configuration Update - Save the configuration
5.6.11.2 restore factory Settings

Change all BMC Settings to factory default Settings (If you need to retain some
functions, please go to the Save configuration page and select the configuration items

that need to be retained. This part will not be processed when the BMC is

121



restored to factory Settings.) Restoring the configuration will restart the device.

| Tatony dat teset

Figure 5-121 Restoring factory Settings
5.6.11.3. Firmware Info

Firmware Information: This page displays firmware information in action, including

BMC build date compile time and firmware version.

Figure 5-122 Firmware information

Firmware image Location: Protocol for transferring the firmware image to the BMC in

use.
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Figure 5-123 Firmware image location
Dual image configuration: Displays basic information about the two BMC images and

can also set which image to boot from next time.

| Fiemware infarmatisn
|

Figure 5-124 Dual mirroring configuration

5.6.11.4, Firmware update

This page is mainly used to update the firmware related to BMC
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Figure 5-125 Maintenance-Firmware update
I.mb firmware update

BMC Reserved configuration: Some configuration information (SEL, IPMI, network,
authentication, NTP, system log, Extlog, etc.) is reserved by default. To modify the save
configuration options, click Edit Save configuration options or click Maintenance ->

Config Update -> Save Configuration page.

D I e P PN ST e S

Figure 5-126 BMC Firmware update
When the update is complete, you are prompted that the BMC will restart.

124



Figure 5-127 BMC update complete
5.6.11.5. Capture the screenshot

This page will capture the blue screen of death when the system went down the last
time you booted it up.
Note: The KVM service must be enabled before the BSOD screen can be displayed.

The KVM service can be set in 'Remote Service -> Service ->KVM'.

Captae scoeen shat

Seresnshod mages

e Tl R T T N

Figure 5-128 Capturing a screen grab
5.6.11.6, power-on self-test code

You can click the download button to download the current power-on self-test code
and the last power-on self-test code. The display of the current power-on self-test code
is related to the specific configuration of the machine (the startup timeout time is 5

minutes, the latest display after 5 minutes).

125



Figure 5-129 Power-on self -test code
5.6.11.7, host remote debugging

This interface is used to enable/disable/restart the remote debugging function.

Figure 5-130 Remote debugging screen
5.7 Brushing BMC Firmware

5.7.1 BMC WEB Write

Click Maintenance -> Firmware Update option to enter the Firmware update page,
which is mainly used to update the firmware related to BMC

The BMC firmware file is.ima, and the BIOS firmware file is.bin
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Firmware update

Maintenance

Note:
‘:) factory data reset. Here are the firmware update methods and components supported on this page
« Dual image firmware update
» HPM firmware updates support the following components
® Firmware Information
BOOT and APP
BI0S
@& Firmware update
epLO
» BIOS firmware update

&) CaptureBSOD

Select image file

| System Administrator
Select file No files have been selected

Disclaimer: Please note that gadgets, otherweb pages and services will not work properly after entering update mode: All open gadgets will
automatically close. If you cancel the upgrade en route, you will reset the device only with BMC and BOOT, APP component firmware updates.

Figure 5-131 Maintenance-Update firmware
I.mc firmware update

BMC Reserved configuration: All configurations are not reserved by default If some of
the configurations are reserved, go to the Reserved configuration page and select the

configuration items you want to reserve.

Note:
'O factory datareset. Here ares L firmiware updats mathods and o ponents s uppel ted o this page
o Dunl image fhemwire upe
LT~ « HPM firmware updates support the following components
° ROCT anaapy
A0S
[E Firmware update Lo
cFLD

« BIOS firmware update
B8 Capture B50D
Select image file

I System Administrator
Select file 1000 1060 HITME. 00, 7% 01 ma

A Power-on <olf tost cod

Type ol prutocol: FTTPS

The currently activa mirror Image-1

Updates image

2l hinapes

2 Save allconfigurations. In firmware update, this Wik save all configuration Settings - regardless of the individual
tems marked as saved/overwritten in the table below, Al configuration (tems Exted belove will be saved as default
cocfighration during recovery operation, Chck Save Configuration to modify the save state Settings,

[15] Reserve configuration items Save state

Figure 5-132 BMC does not save configuration updates
After the file is uploaded, the updated version and the existing version are displayed.

Select Version Compare Update or Update All to continue updating the firmware.
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“ RELH S cover

Firmware Updates

Currentimage -1 versinn 0.28.06
Current Mirror-2 version 0.28. 06
Mew image version 0.28.08

Update image varifisd. The uploaded image is the same as the sxdsting device firmware.
Version comparison Updated All updated

T TN i 0

Warniny, Please note that gad gets, o ther web pages ard sepvices will nat work properly afist 5 de Alloper gad getswill
icallvclase I I the upgr route, you will et the devics anly with BMC AP? component fimware opdates

Figure 5-133 BMC Update
When you finish updating, you are prompted that the BMC will restart.

15121 : update_wizard

Ao Q) ADSONIOOIL QY et

@ = Damin Sl D 1515195 400isplay

a

Processing... ..

Figure 5-134 BMC configuration update completed
5.7.2 UEFI Shell Refresh

Step 1: copy the BMC version package to be refreshed to the root directory of the USB
flash drive.

Step 2: Connect the USB flash drive to the USB port of the machine;
Step 3: Restart the machine and select "UEFI: Build-in EFI Shell" in the SETUP interface;
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Aptio Setup

Maln Advanced Server Mgmt Security Boot

Save Options

Save &t

Discard chianges & exlt

Save Changes and Resst

Discard Changss and Reset

Save Changes

Discard Changes

Default Options

Restore Default Values

Save the User Default Values

Restore the User Default Valuss r -1SelectScreer

il: Select kem

Boot Davice Priority Enter: Select

ubunty (P4 ST2000NX0253) */- Changes Opt

UEFL PXE|PvE Intel(R) 1210 Gigabit Network Connection F1: General Help F2: Previous

UEFI. PXE IPV6 Int2l(R) 1210 Gigabit Network Connection Values

WIFFT: PXF TPVE American Megatrends Inc. F3: Optimized Defaults
[ l F4: Save & Exit

SATHO P4: ST2000NX0253 ESC: Ealt

2.21.1280 Capyright (€) 2021

Figure 5-135 UEFI upgrade BMC firmware
Step 4: Run the following command to switch to the BMC version package directory

on the USB flash drive and find fwupdate bmc shell.nsh to be refreshed.

PciRoot (0x0)/Pci(0x11,0x5)/Sata(0x2,0xFFFF,0x0) /HD(3,GPT,3BF532FE-DFD4
-4CD4-9A60-57B25EBFAEAE, 0x264800,0x1D19A7000)
BLKS: Alias(s):

Shell> FS1;
Directory of: FSL:\

11/07/2020 16:38 <DIR>
11/07/2020 16:38 96 AUTOEXEC.BAT

11/07/2020 16:38 200 autorun.inf
11/07/2020 16:38 34494  autorun. ico

11/07/2020 15:54 <DIR> 4096
F 34,790 bytes

FS1:\> cd SR3008_EVT_BMC_A40B07B0003_20201105

11/07/2020 16:38 <DIR>

11/07/2020 16:38 <DIR=>

11/04/2020 18:34 A40B07B0003_Readme.docx
08/25/2020 19:43 FWUPDATE_BMC_DOS.BAT
10/14/2020 1752 730 fwupdate_ linux.sh

fwundat

Figure 5-136 UEFI upgrade BMC firmware
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Step 5: On the command line, type fwupdate bmc shell.nsh and press Enter to start

refreshing;

11/07/2020 15:54 <DIR> 4096
3 File(s) 34,790 bytes
2 Dir(s)

FS1:\>cd SR3008_EVT_BMC_A40B07B0003 20201105

Directory of: FS1:\SR3008_EVT_BMC_A40B07B0003_20201105\
11/07/2020 16:38 <DIR> 4096
11/07/2020 16:38 <DIR> 0
18:34 55,421 A40B07B0003_Readme.docx
0 0 19:43 40 FWUPDATE_BMC_DOS.BAT
10/14/2020  1T:52 739 it
11/05/2020 17:33
10/14/2020 17:53 1,101 fwupdate_bmc_win.bat
f 15:54 <DIR>
15:54 <DIR>
2020 15:54 <DIR>
11/07/2020 15:54 <DIR>
11/07/2020 15:54 <DIR>
5 File(s) 57,344 bytes

FS1:\SR3008_EVT_BMC_A40B0780003_20201105\> fwupdate_bmc_shell.nsh

ERIE!

ASPEED SOC Flash Utility v.1.22.03 Wamning:

Figure 5-137 UEFI upgrade BMC firmware
Step 6: Wait until the refresh is complete. The following message is displayed: Do not

AC or restart the BMC during the refresh process.

ONLY 107 engihee oup

itis not a commercialized software product,
ASPEED has not done compatihility/reliability stress test for SoCilash.
Please do not use this utility for any mass production purpose.
Pressy to continue if you are agree ...

y
Relocate 10 Base: 3000

MMIO Virtual Address: 9b000000
Found ASPEED Device 1a03:2500 rev. 41
Static Memory Controller Information:
CSO Flash Type is SPI

CS1Flash Typeis SPI

CS2 Flash Type is SPI

CS3 Flash Type is NOR

CS4 Flash Type is NOR
BootCSis0
Option Information:

Cs:0

Flash Type: SPI

[Warning] Don't AC OFF or Reboot System During BMC Firmware Update!! Find Flash Chip
#1: 64MB SPI Flash

Update Flash Chip #1 0.K. Update

Flash Chip 0.K.

Figure 5-138 UEFI upgrade BMC firmware
Step 7: After the BMC restarts automatically, check whether the firmware is the target

version on the Maintenance-Firmware Info page.
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5.7.3 Operating System refresh
Step 1: Copy the BMC update package to any directory in the system (here, copy the

BMC update package to the system desktop).

SR3D0S_EVT_BMC_
A40BOTBOONE
20201202

Figure 5-139 Upgrading the BMC firmware for the operating system
Step 2: Open the terminal and go to the installation package directory.

root(@localhost:+/Desktop/SR3008_EVT_BMC_A40B0780006_20201202 - 0 X
File Edit View Search Terminal Help
[rooti@localhost ~[# cd Desktop/SR3008 EVT BMC A0BO7BO0G 20201202/
[root(@localhost SR3008_EVT_BMC_A40BOTB0006_20201202]4 I

Figure 5-140 Operating system upgrade BMC firmware

Step 3: Chmod gives executable permissions to all files;

rof@localost Dsktop/SR3008_EVT_BNC_MOBOTBINNG 20201202 -

Fll it View Search Terminal elp
rot@localbost L cd Destop/ SR3008EVT BHIC AOBUTBQ0R 20201201 I

Figure 5-141 Operating system upgrade BMC firmware
Step 4: Run./fwupdate_bmc_linux.sh.
Type "y" to continue and start updating the bmc
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root@localhost:+/Desktop/SR3008_EVT_BMC_A40B0780006_20201202 - 0 X

File Edit View Search Terminal Help

[rooti@localhost ~|# cd Desktop/SR3008 EVT BMC A40BO780006 20201202/
[root@localhost SR3008 EVT BMC A40BOTB0O0G6 20201202]# chmod 777 * -R
[root@localhost SR3008 EVT BMC A40BOTB0006 20201202]# |5

A40BOTBO00G Readme.docx FWUPDATE BMC DOSBAT fwupdate bmc winbat Windows
fos fwupdate bme linuesh Linu
File fwupdate bmc shell.nsh Shell

[root@localhost SR3008_EVT_BMC_A40BATBO006_20201202)# /fwupdate_bme_linuxsh
ASPEED SOC Flash Utility v.1.22.03

Figure 5-142 Operating system Upgrade BMC firmware
Do not AC during the operation. Shut down or restart the machine. After the update is
complete, the BMC will automatically restart

root@localhost:/Desktop/SR3008_EVT_BMC_A40B07B0006_20201202 - o X

File Edit View Search Terminal Help

it is not a commercialized software product,

ASPEED has not done compatibility/reliability stress test for SoCflash,
Please do not use this utility for any mass production purpose.
Press y to continue if you are agree

y

Find ASPEED Device [303:2000 on 4:0.0

MMIO Virtual Address: 6bf8000

Relocate 10 Base: 1000

Found ASPEED Device 1a03;2500 rev, 41

Static Memory Controller Information:

CSo Flash Typeis SPI

CSiFlash Typeis SPICS2 Flash Type
is SPICS3Flash TypeisNOR

CS4Flash TypeisNOR

BootCSis0

Option Information:

cs:e

Flash Type: SPI

[Warning] Don't AC OFF or Reboot System During BMC Firmware Update!!

Find Flash Chip #1: 84MB SPI Flash

Update Flash Chip #1 0.K,

Update Flash Chip O.K.

[root@localhost SR3008_EVT_BMC_A40B07B0006_20201202]# I

Figure 5-143 Operating system Upgrade BMC firmware
Step 5: Check the BMC version in the system
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[root@localhost ~J# ipmitool mc info ]

Device D ™3z
Device Revisian s 1
Firmware Revision + 006
IPMIVersion 28
Manutacturer ID : 50716
Manufacturer Name - Unknown (©xC61C)
ProductID . 514 (Gx0202)
Product Name - Unknown (©x202)
Device Available . yes
ProvidesDevice SDRs + yes
Additional Device Support -
Sensor Device
SDR Repository Device
SEL Device
FRU Inventory Device
IPMB Event Receiver
IPMB Event Generator

Chassis Device
Aux Firmware Rev Info

Figure 5-144 Operating system upgrade BMC firmware
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5.7.4 Redfish Write

The following is a brief introduction to common Redfish operations without detailed

description. The images are for reference only and are subject to actual conditions. 5.6.4.1.

Common Parameters

Parameters Meaning Value
The ip address of
device ip the server Ipv4\ipv6\ domain name

header type

Format of the
request

message

application/json

Only administrators and operators have upgrade

permissions. Therefore, use the existing administrator

ifmatch_value

message digest

Username Server username | and operator usernames
Only the administrator and operator have the upgrade
Password of the | permission. Therefore, use the password of the existing
Password server user administrator and operator
Authentication Via
parameters for | https://device_ip/redfish/v1/SessionService/Session
the request | The X-Auth-Token value of Headers in the body of the
auth value message response returned when the session is created
This parameter is obtained when the corresponding
URL is obtained through the Redfish interface. The
Usually a | value is the etag value in Headers in the response body.

The detailed URL is subject to the actual test.

5.7.4.2, operation build meeting

Operation types: POST URL: https://device_ip/redfish/v1/SessionService/Sessions

Request header: Content-Type: header type Request message body:

{

"User":username

"Password":password

}
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Figure 5-145 Creating a session

Body Covkies Hoadus (18 Test Neilts

Fresy Ry Peaes 150N

Figure 5-146 Creating a session
View the value of the created session token (default timeout is 300s)
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Figure 5-147 Obtaining the token value
Before performing GET, POST, PATCH, and DELETE operations, you need to create a session

to obtain the token value. This step will be omitted in the following introduction.

5.7.4.3. User Management

@ View users: View existing users

Operation type: the GET URL: https://device ip/redfish/v1/AccountService/Account Request
header: X-Auth-Token: auth_value
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Figure 5-148 Viewing the user

o Create a BMC user: Create a BMC user using Redfish.
Operation types: POST URL: https://device_ip/redfish/v1/AccountService/Accounts

Request header: X-Auth-Token: auth_value

Message request body

{

"Enabled": true,

"Password": "superuser”,
"UserName": "user_account”,
"Roleld": " Value ",

}

Parameter description:

Parameters | Meaning Value
User enabled ture: Enables flase
Enabled permissions : disables
Password User password A string of 1 to 16 alphanumeric characters
UserName Username A string of 8 to 20 alphanumeric characters
Permissions available | "Administrator"/"Operator"/"ReadOnly"
Roleld to the user
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UserName and Password must follow the following rules:

UserName only allows the special characters '-' (hyphen), ' ' (underscore),
and '@’ (symbol).

UserName must be a string of 1 to 16 alphanumeric characters.

UserName must begin with an alphanumeric character.

The Password must be a string of 8 to 20 characters.

UserName and Password cannot be the same

BNl o Wesil s Ml e et B el

[

Figure 5-149 New user
o Delete user: Deletes an existing user Operation type: DELETE URL:
https://device_ip/redfish/v1/AccountService/Accounts/{userid}
Request header: Content-Type: header _type
X-Auth-Token: auth _value
Note: HostAutoFW, HostAutoOS can't be deleted or modified.
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Figure 5-150 Deleting a user
5.7.4.4. Network Settings

@ Network switching: dynamic switching static. (Static switching dynamic network similar, do
not do detailed description)

Type of operation: PATCH

URL: https://device_ip/redfish/v1/Managers/1/Ethernetinterfaces/eth0 (eth1)

Request header: Content-Type: header _type

X-Auth-Token: auth_value

If-Match: ifmatch_value

Request message body:

To disable dhcp for IPv4Address

{

"DHCPv4": {
"DHCPEnabled": false
17

"IPv4Addresses"”: |

{

"Address": "10.0.124.86",
"Gateway": "10.0.120.1",
"SubnetMask": "255.255.248.0"
}

]

}
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To modify IPv4StaticAddress details

{
"|Pv4StaticAddresses”: [

{

"Address": "10.0.124.86",
"Gateway": "10.0.120.1",
"SubnetMask": "255.255.248.0"

PATCH & https://10.15.121.40/redfish/v1/Managers/1/Ethernetinterfaces/etho
Paams Authorization ] Headers (10) Body ® Pre-request Script Tests Settings
none form-data K¥www-form-uriencoded § raw binary GraphQL JS0N
DHCP
)
"IPva! 2|
Addre 1
10.15
“Sub 255,255
¥
1
b}
Body  Cookies Headers [17) Test Results ()  status-202 Accepted 7
Pretty Raw Prevew Visualize 50N =

Figure 5-151 Dynamic switching static
@  Network switching: Static switching dynamic

Operation type: PATCH

URL: https://device _ip/redfish/v1/Managers/1/Ethernetinterfaces/eth0 (eth1)
Request header: Content-Type: header _type

X-Auth-Token: auth_value

If-Match: ifmatch_value

Request message body:

{"DHCPv4":

{
"DHCPEnabled": true
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PATCH ~ https://10.15.121.90/redfish/v1/Managers/1/Ethernetinterfaces/ethd
Params Autharization »  Headers(10 Body ®  Pre-request Script Tests Settings
none form-data X-www-form-urlencoded ¥ raw binary GraphQL JSoN
“oH
HEPEmabiEd": ¢
)
¥
Body  Cookies Headers (17} Test Results
Pretty Raw Preview Visualize 50N -

Figure 5-152 Static switching dynamic
5.7.4.5. UID Indicator Settings

@ View UID status
Operation type: GET URL: https://device_ip/redfish/v1/Chassis/1

Request header: X-Auth-Token: auth value

GET v https://10.15.121.40/redfish/v1/Chassis/1
Params Authorization @  Headers(7) Body Pre-request Script Tests Settings

¥ none form-data xwwae-form-urlencoded raw binary GraphQL

This request does not have 3 body

Body Cookies Headers (22) Test Results

Pretty Raw Preview, Visualize JSON =

1 2
ag" “stdive

"@odstaid" ") redlishv1/C hassis)1/Fru
}organisation
T

“Indicatod ED"; "Off",

1 "IndicatorLED@Redfish. AllowableValues"! |

Figure 5-153 UID indicator Settings
@ Setting the UID

Operation type: PATCH URL: https://device_ip/redfish/v1/Chassis/1
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Request header: Content-Type: header type

X-Auth-Token: auth value
If-Match: ifmatch_value
Request message body:

{
"IndicatorLED": Value

}

Value The values are "Lit", "Off" and "Blinking".

PATCH https://10,15.121.40/redfish/vi/Chassis/1

Params Authotization » Headers (10) Body ®»

none form-data Xwww-form-udencoded

*IndicatorL£D": *Lit*

Body  Cookies Headers (1] Test Results

Pretty Raw Preview Visualize HIML

Figure 5-154 Setting the UID
5.7.4.6. Power Control

Pre-request Script Tests Settings

8 caw binary GraphQL

o View power-on and power-off operations

Operation  type: the

GET URL:

https://device_ip/redfish/v1/Chassis/1/ResetActioninfo

Request header: X-Auth-Token: auth value
Figure 5-155 Power-on and power-off operation type
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GET « https://10.15.121.40/redfish/v1/Chassis/1/ResetActioninfo

Params Authorization ° Headers (8) Body Pre-request Script Tests Settings
¥ none form-data wiww-form-urtencoded ravi binary GraphQL
This request does not have a bodv
Body Cookies Headers (13} Test Results B s
Pretty Raw Preview Visualize IsoN =3

etActioninfo”.

® Power-on and power-off Operations
Type of operation: POST
URL: https://device_ip/redfish/v1/Systems/1/Actions/ComputerSystem.Reset;
Request header: Content-Type: header type
X-Auth-Token: auth_value
Request message body:
{
" ResetType": Value

}

Value can be "GracefulShutdown", "On", "ForceRestart", "ForceOff", and "ForcePowerCycle".

POST https://10.15.121 40/redfish/v1/Systems/1/Actions/ComputerSystem.Reset.
Pams Authorization L] Headers (10) Body ®  PrerequestScript Tests. Settings
none form-data xwww-form-urlencoded » raw binary GraphQL ISON
ResetTyp
¥
Body Cookies Headars (15} Test Results @ states macmed
Pretty Raw Preview Visualize ssom =

"fiodata context”: */redfish/vl/SmstadatanTask Task”, "@odat.id"
"/ redfish/vl/TaskSe
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Figure 5-156 Power-on and power-off operations
5.7.4.7 Firmware upgrade

@® BMCupdate

Action type: POST

URL: https://device _ip/redfish/v1/UpdateService/Actions/SimpleUpdate
Request header: X-Auth-Token: auth_value

Content-Type: header_type Request message body:

{

"TransferProtocol": protocol,

"ImageURI": filepath,

"User":username,

"Password":password

}

Parameter description:

PARAMETERS | Meaning Value
Filepath 3 Path
where the | Such as:
upgrade file is | "http://172.168.0.49/httpsshare/A40B07B0001.ima"
filepath located "Ftp://172.168.0.46/pub/A40B07B000.ima"
Download the | “HTTPS”/“HTTP”/“FTP>
protocol required
for the upgrade
protocol package
Username for | Note: This parameter is required only when you use
sharing the file | FTP to download the upgrade package
with the FTP
username service
Password for | Note: This field is only required when you download
sharing the file | the upgrade package using FTP
with  the FTP
password service
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Figure 5-157 BMC Update

® Obtain BMC version information Type of action: GET URL:
https://device_ip/redfish/v1/UpdateService/Firmwarelnventory/BMC

Request header: X-Auth-Token: auth value

& D) LT L 0 L L ety o Pt petliry

Figure 5-158 BMC version information
@ BIOS firmware Update

Activate Windows Go to
Settings to gargle Windows.

Operation types: POST URL: https://device_ip/redfish/v1/UpdateService/upload

Request header: X-Auth-Token: auth_value

Content-Type: multipart/form-data; Request message body:

KEY: UpdateParameters VALUE: parameters.json (file name in the version package)

KEY: OemParameters VALUE: oem_parameters.json (file name in version package)
KEY: UpdateFile VALUE: A40BO7A00x.hpm (refresh file name in version package) Parameter

Description:

Parameters Meaning

Value
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Request

oem_parameters.json

request header

parameters

header parameters.json (file name in the version
parameters.json parameters package)
Customize

oem parameters.json (file name in the

version package)

Upgrade
pack

A40B07A00x.hpm name bios upgrade file (.hpm)
ngs]‘ hitps://172.168.2.83/redfish/v1/UpdateService/upload I paraes “ Save
Authorzation 8  Hesdens(l Body s  Pre-request Script Tasts

¥ formdata xwam-lormyuriencoded raw

Key

Vatue

UpdateParmeters
OemParameters

UpdateFile

Selectfile parameters.json
Selectfile osmpsrametersimon

Selectfile AOBOTADNM hpm

Body  Cookies Headers (13 Test Results

Pretty Haw Preview JSON

11 N

Figure 5-159 BIOS firmware update

Description

Description

Activate Windows Go to

: Activate
Settings to activate Windows,

Goto "Set
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Chapter 6 Operating System Installation Guide

6.1 KVM Mounting and Installation
6.1.1 Introduction

The Keyboard Video Mouse (KVM) allows users to easily and directly access servers and devices
in multiple remote locations from the KVM client management software by directly connecting
the keyboard, video, and mouse (KVM) ports. KVM provides true motherboard-level access and
supports multi-platform servers. Current machines support both H5 KVM and JViewer KVM. The
H5 KVM starts the H5viewer window. For the JViewer KVM, download the jviewer(.jnlp) file and
start the jviewer file to open the KVM.
6.1.2 CentOS 7.8
Step 1 Log in to the BMC of the server where the OS is to be installed. The default user name is
Administrator and password is Admin@9000.

= = a e L —

Remate Confrol Remote KVM

n 1 E ‘

Figure 6-1 BMC control page

Step 2: Click Remote Control -> Console Redirection KVM to enter the KVM mounting screen.
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Figure 6-2 JAVA control screen
Step 3: Click Media > Virtual Media Wizard to enter the CD/DVD image mount screen.

Il Miewer[172.166.3.230] - 800 x 600}-0 fps - X

Mouse opti n Video recording Power Activity User hetp Zoom Size: Disabled
0 =R

CD/DVD media: 1

@ dsmay

C6

' CD/DVD redirection status

[
cp/pvD media:1 — "

LLC Prefeteh [Enable]

| LALT  LCTRL RALT RCTRL fum  Caps scrol

Figure 6-3 Virtual image mount screen
Step 4: Click Browse, select the system image you want to install, click Connect, the
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image is mounted successfully;

E Jviewer [172.168.3.230] - [800 x600}- 0 fps

Video Keyboard Mouse Options Media Keyboard Layout Video Recording Power Activity User help  Zoom Size: Disabled
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Figure 6-4 Mounting the virtual image
Step 5: Restart the server. When "Please <F11> to enter Boot Menu" is displayed,

press F11 to enter the boot item boot screen.

Viowm ®aytmandd Wanne Ogsiern Mestie Koptxser s Lapsit v Reconsding Pywer Acimny s twks  Taom 5iser Dsatilon

>

L % |
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>
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Figure 6-5 Press F11 to enter the boot menu screen
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Step 6: Select the AMI Virtual CDROM option to mount the OS image to boot up;

E Viewsr|172.168.3.230]- 1800 ¥500}-0fps X

aptions Media Keyboard Layout Video racording Powe: active Lser Holp Zoom size: Disablsd

Ui oo e e s £y =9

Vigeo keyboaid Mouse

LALT) ictee | RALY semi Ham Cops sl
Figure 6-6 Select the CDROM image boot option
Step 7: Enter the image installation screen, select "Install CentOS7", and press

Enter to install the system;

B Jviewer [172.168.3.230}(640 x 48010 fps — *

Video Keyboard Mouse Options Media Keyboard Layout Video Recording Power Activity User help Zoom Size: Disabled

£ =©

Install Centos ?

LALT LCTRL RALT RCTRL nNum Caps scmll

Figure 6-7 System installation screen
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Step 8: Select the language to install the system and click Continue to proceed to

the next step;
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Figure 6-8 System language Settings

Step 9: Go to the installation system configuration

the following picture;
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Figure 6-9 System configuration screen

preview screen, as shown in



Step 10: Click "Date&Time, set the system time, click Done to save the Settings;
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Figure 6-10 Setting the system time
Step 11: Set the KEYBOARD and click Done to save the configuration.
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Figure 6-11 KEYBOARD Settings
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Step 12: Configure the installation source, select the default configuration and

click Done to save the configuration;
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Figure 6-12 Install source Settings
Step 13: Configure Software Selection. Select the system installation package

required. After the selection is complete, click Done to save the configuration.
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Figure 6-13 Software Selection configuration
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Step 14: Select the hard drive on which you want to
Done to save the configuration;
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Figure 6-14 Installing System Hard drive Select Automatic partition
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Figure 6-15 Installing a system hard disk select manual partitioning
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Note: When automatic partitioning is selected, the base partition required by the
system is created and formatted as an XFS file system; When manual partitioning
is selected, create your own partitions ((/boot, /swap, etc.).

Step 15: Configure KDUMP and click Done to save the configuration
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Figure 6-16 KDUMP configuration
Step 16: Click "Network & Hostname" to configure the network information and
click Done to save the configuration. (This step can also be configured under the

system after the installation of the system is completed);
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Figure 6-17 Configuring network information

Step 17: Click "SECURTY POLICY" for security configuration and select the default
configuration.
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Figure 6-18 Security Policy configuration
Step 18: After the above configuration is complete, click "Begin Installation” to

install the system.
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Figure 6-19 System installation

Step 19: Enter the installation screen, click "ROOT PASSWORD" to set the
password of the root user according to the password requirements, after the
setting, click

Done to save the configuration;
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Figure 6-20 Setting the root password
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Step 20: Click "USER CREATION" to create a user, enter the user name and

password, and click Done to save the configuration;

B Sviowor 17138532300 | 1038 & V6] B fpe =
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Figure 6-21 Creating a user

Step 21: After the system is installed, click reboot to restart the server.

CONFIGLRATION CENTOS 7 INSTALLATION
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Figure 6-22 After the OS is installed, run reboot
Step 22 On the boot device screen, select the boot device to be installed. The

boot device screen is displayed.
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e-a779562a54884cf08c9b78d4bf7feac9)

Usetheand keysto change the selection.

Press 'e’ to edit the selected item, or 'c' for a command prompt. The selected entry will
be started automatically in 2s.

Figure 6-23 System boot screen
6.2 DVD Install OS
6.2.1 Introduction
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When installing a DVD system, you need to burn the image to the disc. This
section uses the CD-ROM as an example to describe how to install the operating

system. Compared with KVM, CD-ROM installation is faster, but less convenient

than virtual image mounting.

6.2.2 Making a DVD

Boot Disk

Step 1: Open the burning software UltralSO, click File -> Open and select the

location of the image file you want to burn;

’ G UltralS0 (Trial version)

File (F) Action (A) Start{B) Tool (T}

E‘ﬂ W @ | 3 4 @ [ | sizetotal [ oxs [ 0ol CDRSMERRME free =i
2N R e ST : R -
" Re-open | P Xi®@E @G Path:/

- [m} X
Optiens (0) Help (H)

Figure 6-24 Select t

@ thedisc.. File name Size type Date/time i
bl save Ctri+S
K saveas..

Simulated save..,

Create file check... ..

Verify file check... ..

Open project file... Ctrl+Alts0
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Import IML...

IML compiled ¥1S0... < >
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& My Docoments [E Hetory, WS fem Do s s 8
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@ Document {E:) B ultraso.chm 202¥8 Compiled HTMLH 16:122013-06-06
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G \\192 168 1 111\dh(v-) ¥ || T uninsan dat 6Kk dat file 2020-09-18 1838 N
< > < >
Copyright (cj2002-2020 EZB Systems, Inc. All rights reserved. CD Catalog: 0 files, 0 KB Local directory: 8 files, 6260 KB =

he image file to burn

Step 2: Click Tools -> Burn CD image to make CD image;
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Figure 6-25 Burning a disc image
Step 3: At the burner, select the optical drive you want to burn and click Burn to

burn the image of the disc;
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Figure 6-26 Performing the burn operation



Step 4: After burning, close UltralSO and install the CD/DVD-ROM drive to the
server;

Step 5: After the server is powered on, press F11 to enter the boot device screen
and select the move CD/DVD-ROM drive as the boot device.

Plea

SlimtypeeBAU108 7L YLOM

Figure 6-27 Select the CD/DVD-ROM drive as the boot device
Step 6: After the boot device is selected, the system installation screen is

displayed as follows. For other installation steps, repeat Step 8 to Step 22 in 6.1.3.

Install Centos 7
Tast this me

Figure 6-28 System installation screen
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6.3 Installing an OS on PXE

6.3.1 Introduction

PXE(Pre-boot Execution Environment) is a protocol designed by Intel that enables computers to
boot over a network. The protocol is divided into client and server. The PXE client is in the ROM of
the network adapter. When the computer starts, the BIOS transfers the PXE client to the memory
for execution and displays the command menu. After the user selects the PXE client, the PXE Client
downloads the remote operating system to run on the local computer through the network.
Therefore, you need to set up your own PXE environment, and the system source to be installed
has been deployed in the PXE environment.

6.3.2 Boot from PXE

Step 1: When the server is powered on, go to BIOS setup->Boot->UEFI NETWORK Drive BBS

Priorities. On this screen, you can change the boot sequence of the PXE boot network adapter.

» UEFI NETWORK Drive BBS Priorities
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Aptio Setup

BootOption #2 Boot
Option £3 Boot
Option #4 Boot
Option #5 Boot
Option #6 Boot
Option #7

Boot Option #5

[UEFI: PXE IPv4 Int...] [UEFI:
PXE IPV6 Int...] [UEFI: PXE
IPV6 Int...] [UEFT: PXE IPv4
Mel...] [UEFL: PXE IPv4 Mel...]
{UEFT: PXEIPv6 Mel,..]

[UEF); PXEIPVE Mel,, |

T
Sets the system boot order

+:Select Screen 1L Select tem
Enter: Select +/: Change Opt. F1:
Geperal Help F2: Previous Values
F3: Optimized Defaults F4:; Save &
Exit

ESC: Exit

Version 2.21.1280 Copyright {C) 2021

Figure 6-29 UEFI NETWORK Drive BBS Priorities screen

Note: You can also press the F12 shortcut key to go to the PXE boot screen when Please <F12> to

enter PXE boot is
owered on.

displayed  after

the server

is

powered

LY NIE)

Figure 6-30 F12 The PXE boot option screen is displayed
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Step 2: The PXE environment is automatically displayed. Select a network port to enter the PXE

environment.

|B sviewer(172.168.3.147]-(800 x 600]-0 fps = X
Video Keyboard Mouse Options Media Keyboard Layout Video Recording Power Activity User help  Zoom Size: Disabled

FIEEEIFEIETE £ =[S

>>Checking Media Presence......

>>Start PXE over IPv4 on MAC: D4-7C-44-D5-3B-DF,

‘ LALT LCTRL | RALT RCTRL Wum Caps Scrol \

Figure 6-31 Selecting a network port to enter the PXE environment
Step 3: Enter the PXE environment and select the system source to be installed (Cent OS 7.8 is used

as an example).

[B v 172,166, 3 147] - (1074 x 768 - 0 Tps —

e Uger Welp Zoom Size: Disabled

LALT LETRL RALTRTTRE Num Caps Scroll

Figure 6-32 Selecting a system installation source
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Step 4: After selecting the system installation source, go to the system installation page as shown

below. For other installation steps, repeat Step 8 to Step 22 in 6.1.3.

B Jviewer [172.168.3:230}{640 x 48010 fps = b4

Video Keyboard Mouse Options Media Keyboard LayoutVideo Recording Power Activity User help Zoom Size: Disabled

Wwxooes aa £ =ie)

InstallCentos ?

LALT LCTRL RALT RCTRL num Caps scmll

Figure 6-33 System installation screen

Chapter 7 RAID Card Operation Guide

7.1 94060-8i RAID Controller Card

This chapter describes how to operate the 9460-8i controller.

The Avago MegaRAID SAS 940-8I RAID card (hereinafter referred to as 940-8I) is an 8-port 12Gbit/s
SAS controller based on the MegaRAID architecture, and uses the PCle3.0x8 interface to provide a
powerful I/O storage engine. Performs all data protection, verification, and recovery tasks
transparently.

The 9460-8i improves system performance, provides fault-tolerant data storage, supports data
storage in multiple hard disk partitions, and supports multiple hard disk read/write access at the
same time, effectively reducing hard disk data access delay.

The 9406-8I supports the use of hard drives in passthrough mode and RAID group creation.

7.1.1 RAID Levels and Parameters

The following table lists the RAID types supported by the 9460-8i and the number of hard drives.
Table 7-1 RAID-hard drive parameters
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i Number of supported Number of supported Number of hard ' Number of bad drives
RAID level hard drives subgroups drives supported by allowed
subgroups
RAID 0 1~32 Not involved Not involved 0
RAID 1 2to 32 (even numbers) Ntfmber of hard
drives -2
RAID 5 3~32 =
RAID 6 3~32 2
RAID 10 4~240 (even 2t0o8RAID 1 2to 32(even number) Number of subgroups
numbers)
RAID 50 6-240 2to 8 RAID 5 3~32 Number of subgroups
1 1
RAID 60 6-240 2to 8 RAID 6 3~32 Number of subgroups x2
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NOTE

RAID 00 level is not supported;

The damaged hard drive cannot be continuous;

Number of sub-groups: The number of sub-RAID groups, for example, RAID 50
consists of two RAID 5s, then the number of sub-groups is 2;

Each subgroup of RAID 10 and RAID 50 allows a maximum of one failed drive.

A maximum of two failed drives are allowed in each subgroup of RAID 60. @ The
total number of hard drives in RAID10, 50, and 60 is determined by the number
of subgroups and the number of hard drives supported by the subgroup.

7.1.2 Log in to the management page of the 94060-8I card

The 940-81 does not support Legacy configuration, but UEFI configuration. Both
Legacy and UEFI boot are supported.

To do so:

Step 1: When the following information is displayed on the screen during POST

startup, press Delete to enter the BIOS interface.

»
*9
Ao

FusionStor

Figure 7-1 BIOS startup screen
Step 2: Select Advanced->Dunamic UEFI Oprom Select AVAGO<AVAGO
MegaRAID SAS 9460-8i> Configuration Utility (Figure 7-2), Press enter to go to

the RAID card management screen (Figure 7-3).
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P AVAGD <AVAGD MegaRAID SAS 9460-8i> Configuration Utility,,

Figure 7-2 Information about the RAID card in Dunamic UEFI Oprom

P Main Menu
Heip

Figure 7-3 RAID card management page

Table 7-2 Parameter description
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argument Instructions
Main Menu The main menu of the RAID controller card contains all operations of the RAID controller card.
Help Get help information.
Status Current operating status of the RAID controller card.
Backplane Number of backplanes.

: Enclosure i

: Drives Number of mounted hard disks.

" Drive Groups " Number of existing disk groups.

: Virtual Drives l Number of existing virtual disks.

View Server Profile
L

View and manage RAID card features.

View Foreign
Configuration

View and manage external configurations.

" Provides interfaces for creating RAID arrays, quickly creating RAID arrays, viewing

Configure X 4 ; R A
disk group properties, clearing all current RAID configurations, and managing
external configurations.

Set Factory Default factory data reset.

Update Firmware

Upgrade the firmware.

Silence Alarm
l

Enable status of the onboard buzzer.

Virtual Drive Operationsin
Progress

Whether a vdisk operation is being processed in the background.

Drive Operations in
Progress

Check whether a disk operation is being processed in the background.

MegaRAID xxx

Enable status of advanced features.

Manage MegaRAID
Advanced Software

' Manage advanced features.

Step 3: Move the cursor to the Main Menu and type Enter to go to the main menu
of the RAID controller card (Figure 7-4).
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* Conbiguraiion Mesgrment

Figure 7-4 Moving the cursor to Main Menu type Enter

The parameters are described as follows:

Table 7-3 Parameters on the main menu

Configuration Management

Controller Management

I
Virtual Drive Management

I
Drive Managemant
L

I
Hardware Components
L

Based virtua,create virtual Drive Make JBOD, Make Unconf igured Good, Clear
configuration,Manage Foreign Configuration,View Drive Group PropertiesfflView Global Hot
spare |
Query the status and basic attributes of the controller, such as the product name, serial number,
PCID, irmuare version, and NVDATA version, You can also use the Advanced link to view other
properties and perform other tasks such as changing the security key, saving the TTY log. etc.

You can manage virtual drive properties, view basic virtual drive properties, and perform background
Initialization and consistency check. You can also usethe Advanced link to view other properties,

Displays the basic properties of a disk, and performs operations such as assigning orcanceling a hot spare disk, locating a disk, taking a
disk offline/online; and rebuilding 3 disk. You can atso use the Ad link to view other properti

Displays battery and enclosure status if applicable: You can also use the Advanced link to view other
properties and perform other actions. Some options will onty appear if the controller supports them

7.1.3 Creating RAID Group Columns
The 940-8I supports RAID0/1/5/6/10/50/60 on the Fusionstor i6427 rack server.

Note:

Data on the hard drives added to the RAID group will be deleted. Before creating

the RAID group, ensure that there is no data on the hard drives or data does not

need to be retained.
The 9460-8i supports SAS/SATA HDD and SAS/SATA SSD. The same RAID group
must use the same type of hard drives, but can use hard drives with different

capacities or from different manufacturers.
7.1.3.1Creating RAIDO Group columns

To do so:
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Step 1: Go to the Create Virtual Drive screen, select Main Menu->Configuration
Management->Create Virtual Drive and press Enter;

Step 2: Open the RAID configuration screen, Select a RAID Level, use T and | to
select Select RAID Level and press Enter, select RAID 0 from the displayed list, and
press Enter (Figure 7-5) :

Select RAID Leve)

Figure 7-5 Select a RAID level screen
Step 3: Use T and | to Select Select Drives and press Enter, after selecting the

member drives you want to create RAIDO, Click "Apply Changes->OK->Save
Configuration" to create RAID (Figure 7-6, Figure 7-7, Figure 7-8, Figure 7-9);
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DtiveCO 0LO0L HDD, SATA, 14,55 [Enabled]

Figure 7-6 Select two disks to create RAIDO

Figure 7-7 Click OK
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B Save Configuration

Figure 7-8 Press enter to select Save Configuration

Figure 7-9 confirm Click Yes after selecting Enabled

Step 4: Press ESC to return to the upper screen, select Virtual Drive Management
and press Enter (Figure 7-10);
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§ VirtualBrive Managemeant

Figure 7-10 RAID home screen
Step 5 On the Virtual Drive Management screen, you can view the RAID array

created under the controller, as shown in Figure 7-11.

» Virtual Deve 239: RAIRG, 2910478, Cptirmal

Figure 7-11 Viewing RAID information
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7.1.3.2 Creating RAID1 Group Columns

To do so:

Step 1: Go to the Create Virtual Drive screen, select Main Menu->Configuration
Management->Create Virtual Drive and press Enter;

Step 2: On the RAID configuration screen, Select a RAID Level and use T and | to
select Select RAID Level and press Enter. On the displayed list, select RAID 1 and
press Enter (Figure 7-12).

Setect RAID Level [RAID1]

Figure 7-12 Select a RAID level screen
Step 3: Use T and | to Select Select Drives and press Enter. Select member drives

to create RAIDO and click Apply Changes->OK->Save Configuration to create a
RAID
(Figure 7-13, Figure 7-14, Figure 7-15, Figure 7-16, Figure 7-17);
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b Apply Changes

Figure 7- 13 Select two disks to create RAID 1

Figure 7-14 Click OK




¥ AaveConfiguratien

Figure 7-15 Press enter to select Save Configuration

Figure 7-16 confirm Click Yes after selecting Enabled




Figure 7-17 Click ok
Step 4: Press ESC to go back to the upper screen, select Virtual Drive Management

and press Enter (Figure 7-18);

P Virtual Drive Managemant

Figure 7-18 RAID home screen

178



Step 5 The Virtual Drive Management screen is displayed. On the screen, you can

view the RAID array created under the controller, as shown in Figure 7-19.

b Virtusl Drive 0: RAID1, 14 55278, Cptimal

Figure 7-19 Viewing RAID properties
7.1.3.3 Creating RAID5/6 Group columns

Create RAID5/6 using the same method as RAIDO and RAID1. After accessing the
Main Menu of RAID group, Choose Configuration Management >Creat Virtual
Drive >Select RAID Level >RAID5/6 to create a RAID5/6 column (see Figure 7-20
and Figure 7-21). The following steps are the same as those for RAIDO/RAID1.
Note: To form RAID5/6, the number of hard disks must be greater than 3
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Select RAID Leve! [RAIDS]

Figure 7-20 Select RAID level screen Select RAID5

Select RAID Lovel [RAIDA]

Figure 7-21 Select a RAID level screen, select RAID6
7.1.3.4 Creating RAID10 Group Columns

Step 1: Go to the Create Virtual Drive screen, select Main Menu->Configuration

Management->Create Virtual Drive from the main screen and press Enter;

Step 2: Open the RAID configuration screen, Select a RAID Level, use T and | to
select Select RAID Level and press Enter, select RAID 10 from the displayed list,
and press Enter (Figure 7-22) :
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Select RAID Level [RAID10)

Figure 7-22 Select a RAID level screen
Step 3: Use T and | to Select Select Drives From and press Enter. Select member

drives to create Span 0 and click Apply Changes->OK to create Span O (Figure 7-
23, Figure 7-24).

b Apply Changes

Figure 7-23 Select two drives to create Span0
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Figure 7-24 Click OK
Step 4: Select "Add More Spans”, press Enter, select Span1->Select Drives, select

the member drive to create Span1, click "Apply Changes" to create Span1 (Figure
7-25,
7-26, Figure 7-27, Figure 7-28);

Add MoraSpans

Figure 7-25 Select "Add More Spans" and press Enter
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|Enabled]

Figure 7-26 Select the hard drive you want to build Span1

Figure 7-27 Set Confirm to enabled and click Yes

183



Figure 7-28 Click OK
Step 5: Select Save Configuration and press enter to create RAID10 (Figure 7-29

Figure 7-30, Figure 7-31)

» Save Configuration

Figure 7-29 Press enter to select Save Configuration
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Figure 7-30 confirm Click Yes after selecting Enabled
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Figure 7-31 Click ok
Step 6: Press ESC to return to the upper screen, select Virtual Drive Management

and press Enter (Figure 7-32);

b VirttalDrive Managemeant

Figure 7-32 RAID home screen
Step 7 On the Virtual Drive Management screen, you can view the RAID array

created under the controller, as shown in Figure 7-33.
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b Virtual Drve 0: RAIRA0, 7.276TH. Optimai

Figure 7-33 Viewing RAID information
7.1.3.5 Creating RAID50/60 Group Columns

The method for creating RAID50/60 is the same as that for RAID10. After entering
the Main Menu of RAID group, Select Configuration Management->Creat Virtual
Drive->Select RAID Level->RAID50/60 (select the corresponding RAID type during
creation). Create a RAID50/60 group (as shown in Figure 7-34 and Figure 7-35).
The following steps are the same as those for RAID10.

Note: Build RAID10/50/60 with at least 2 spans, RAID10 with at least 2 disks per
Span (i.e., use at least 4 hard drives), and RAID50/60 with at least 3 disks per Span
(i.e., use at least 6 hard drives).
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Select RAID Lavel [RAID50]

Figure 7-34 Selecting a RAID type for RAID50

fRAITAD!

Figure 7-35 Selecting RAID type RAID60
7.1.4 Hot Spare Drive Settings

@® Hot Spare Drive:
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After hard drives of a server are configured with RAID properties, hot spare drives
can be configured to improve security and reduce the impact on services caused
by hard drive failures.

Global HSP: Global hot spare drive. It is shared by all configured RAID arrays. Each
RAID controller card can be configured with one or more global hot spare drives.
If a hard drive of the same type fails in any RAID array, the global hot spare drive
automatically replaces it.

Dedicated HSP: A dedicated hot spare drive is dedicated to a specified RAID array.
Each RAID array can be configured with one or more dedicated hot spare drives.
A dedicated hot spare drive automatically replaces a hard drive of the same type
in a specified RAID array if it fails.

@ The capacity of a hot spare drive must be no smaller than that of a member
drive.

Description:

Mechanical disk and solid state disk can not be used as hot spare disk;

A mechanical drive can be configured with SAS or SATA interfaces. When a
member drive of a RAID group is a SAS disk, a SATA disk can be used as a local
hot spare disk. When a member drive is a SATA disk, a SAS disk cannot be used
as a local hot spare disk.

An idle hard drive can be configured as a hot spare drive. A hard drive that has
been added to a RAID array cannot be configured as a hot spare drive.

A hot spare drive must be of the same type as a member drive in a RAID group,
and its capacity must be no smaller than the maximum capacity of a member drive.
All RAID types except RAID 0 support hot spare drives.

A global hot spare drive cannot be directly converted to a local hot spare drive.
You need to restore the drive to the idle state, and then set the drive to the global
or local hot spare drive as required.

Data on the hard drive used as a hot spare drive will be lost.

o To set up a hot spare drive, do as follows:

Step 1: On the home screen, select Main Menu and press Enter, select Drive
Management, and select a hard drive for hot spare drive Settings (Figure 7-36,
Figure 7-37).
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» Drive Management

Figure 7-36 Select Drive Management and press Enter

» Drive CO :01:00: HDD, SATA. 1455278, Unconfigured Good.

Figure 7-37 Selecting a hard drive Press Enter to set hot spare

Step 2: Click Select operation, use 1 and | to select Assign Global Hot Spare Drive
(Figure 7-38), and click Go->Ok (Figure 7-40).
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[Select operation]

Figure 7-38 Select Assign Global Hot Spare Drive

Figure 7-39 Click Go
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Figure 7-40 Click Ok
Step 3: Click Ok and return to the hard drive information screen. Check the Status

of the hard drive, which is Hot Spare (Figure 7-41).

[Hot Spaze]

Figure 7-41 Check the hard drive status
7.1.5 Deleting a RAID Group Column
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To do so:
Step 1: On the home screen, select Main Menu and press Enter, select Virtual Drive

Management (Figure 7-42) :

p Virtual Brive Managemant

Figure 7-42 Main RAID screen
Step 2 Press Enter to go to the Virtual Drive Management screen. On the screen,

you can view the RAID array created under the controller (Figure 7-43).

P Virtual Drive & RAIDED, 737578, Optimal
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Figure 7-43 View the RAID properties

Step 3: Click "Select operation”, select "Delete Virtual Drive" (Figure 7-43), click
"Go",

Confirm setting to Enabled, click Yes->Ok(Figure 7-44, Figure 7-45, Figure 7-46)

Operation {Salect nperation)

Figure 7-44 Select "Delete Virtual Drive"
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Figure 7-45 Click Go

Figure 7-46 Confirm Click Yes after setting it to Enabled

Figure 7-47 Click Ok
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Step 4: On the home screen, select Main Menu and press Enter, select Virtual Drive

Management, and press enter. After entering, check that the original RAID array
has been deleted (Figure 7-48).

Figure 7-48 Checking the RAID
7.1.6 Viewing Hard Drive Information

Procedure:
Step 1: On the home screen, select Main Menu and press Enter. Select Drive
Management (Figure 7-49).
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¥ Drive Management

Figure 7-49 Main RAID screen
Step 2 Press Enter to go to Drive Management, where you can view hard drive

information (Figure 7-50).

¥ OriveCo 0100 HDD, SATA, 1455278 Unconfigured Good

Figure 7-50 Viewing hard drive information

Step 3: Select a hard drive and press enter to view the details of a single hard
drive (Figure 7-51);
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[S=iectoperation]

Figure 7-51 Viewing the details of a single hard drive

7.1.7 Setting the Boot Drive

To do so:

Step 1: On the home screen, select Main menu and press Enter. Select Controller

Management (Figure 7-52).

198



) Controller Management

Figure 7-52 RAID main menu
Step 2: Press Enter to go to Controller Management and Select Select Boot Device.

The default boot option is None(Figure 7-53).

Select Boot Device

Figure 7-53 Controller Management
Step 3: Press Enter and select the desired raid or JBOD drive as the Boot Device

in the pop-up window (Figure 7-54).
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SelectHoat Devcs

Figure 7-54 Select Boot Device
7.1.8 Locating the Hard Drive

Procedure:

Step 1: On the home screen, select Main Menu and press Enter, and select Drive
Management (Figure 7-55).

¥ Drive Management

Figure 7-55 Main RAID menu
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Step 2: Press Enter to go to Drive Management, where you can view hard drive

information (Figure 7-56).

¥ Orivelo 0100 HDD, SATA, 1055278 Uheantizured Good.,

Figure 7-56 Viewing hard drive information

Step 3: Select a hard drive, press enter and click Select operation "Select" Start
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Locate (Figure 7-57);

Operation Iselectoperation]

Figure 7-57 Select Start Locate
Step 4: Click Go->Ok to begin locating the hard drive (Figure 7-58, Figure 7-

59);

Click Go for Figure 7-58
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Figure 7-59 Click Ok
Step 5: Repeat the preceding method, click Select operation Select Stop Locate to stop

locating the hard disk.
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Chapter 8 Upgrade the PSU/CPLD firmware

8.1 CPLD FW Update

8.1.1 SSH Updates the CPLD FW

8.1.1.1 Update the CPLD of the mainboard

How to take immediate effect:

Step 1: Place the CPLD FW (xxx.vme) file on the mainboard in the shared folder of the
tftp server

Using tftp32 software in Windows, double click tftpd32.exe program;

Step 2: Use SSH to log in to BMC with the login account name sysadmin and password
superuser

# ssh sysadmin@ <$BMCIP>;

|rootelocalhost logsi# ssh sysadmin@l72.168.2.51 RSA key fingerprint is
TS zEthertititynd heAS 8 T2 a2 B (@792168.2.51)' can't be established.|
RSA key fingerprintis SHA256:doZOPtBNYVWWhamCh7ISKICRIMYmMTc40BNaFfFAGWIOE.|

Are you sure you want to continue connecting (yes/no)? yes Warning: Permanently added
'172.168.2.51' {RSA) to the listof known hosts. sysadmin@172,168.2.51's password:

Figure 8-1 Refreshing the CPLD on the mainboard

Step 3: On the BMC, use the TFTP tool to save the CPLD FW file to the /var path of the
BMC

# tftp ClientlP -g -r xxx.vme -| /var/cpld.vme;

Step 4: Run the refresh command, # ispvmapp -- x -- i /var/cpld.vme;

# lspymapp X -1 Jvar/cpld.vme

ConfigurationlO

ispVME{tm] V12

t programming of afl @

JTAG GPIO freque

Clock calibration

VME file size: 267925 bytes

Processing virtual machine file {/var/cpld.vme]......

Diamond Deployment

ICREATION DATE: T
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Figure 8-2 Refreshing the CPLD on the mainboard
Step 5: After the refresh is complete, check whether the CPLD is updated successfully.

The return value is the CPLD version
# ipmitool raw 0x34 0x32 0x01

C:\Usersiwangjie\Desktop\ipmitool>ipmitool -l lanplus-H 10,10.10.12 -U Administrator-P Admin@9000 raw @x34 0%32 0x01 ad

Figure 8-3 Refresh the CPLD on the mainboard

Note: You can select the Silent mode or Take Effect Immediately mode when upgrading
the CPLD online.

Silent mode: The upgrade does not take effect immediately after the upgrade. The
upgrade takes effect only after the AC is powered off and restarted. Upgrade package:
XXX.vme

Immediate effect: The upgrade takes effect immediately and does not require AC
power-off. The corresponding upgrade package is xxx_Refresh.vme

8.1.1.2 12HDD BP CPLD Update

Step 1: Put the 12HDD BP CPLD FW (xxx.aje) file into the shared folder of tftp server,
use tftp32 software in Windows, double-click tftpd32.exe program;

% Tftgd32 by Ph. Jounin - o x

X - 3 ettings Help
Figure 8-4 Refresh 12HDD BP CPLD

Note: current directory: indicates the file saving path. service interface: indicates the

server ip address.

Step 2: Use SSH to log in to the BMC with the username sysadmin and password
superuser

# ssh sysadmin@ <$BMCIP>

Step 3: Use TFTP tool under BMC to store CPLD FW file to /var path of BMC

# tftp ClientlP -g -r file.aje -l /var/test.aje
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Step 4: Run the refresh command, /usr/local/bin/Aje_Compress.elf12HDD
/var/test.aje
# /usr/local/bin/Aje_Compress.elf 12HDD /var/test.aje

E# 10.15.104.21-PuTTY - m| o

login as: sysadmin

sysadmin@10.15.104 21's password:

o tftp 10.15.104.43 -g-r SR3008_12HDD_4NVME.aje -1 /var/test.aje 166k
SR3008 12HDD 4NVME.a 100% |1 0:00:00 ETA

~ # [usr/local/bin/Aje_Compress.elf 12HDD /var/test.aje

Figure 8-5 12HDD BP CPLD refresh

Step 5: After the refresh is complete, check whether the CPLD is updated successfully.
The returned value is the CPLD version

# ipmitool raw 0x34 0x32 0x02

Ci\Users\wangjie\Desktop\ipmitool>ipmitool -l lanplus-H 10.10.10.12-U Administrator-P Admin@9000 raw ©x34 ©x32 6x02l

06

Figure 8-6 Refresh of 12HDD BP CPLD

8.1.1.3 Updated 4HDD BP CPLD

Step 1: Place the 4HDD BP CPLD FW (xxx.aje) file under the shared folder of the tftp
server

Using tftp32 software in Windows, double click the tftpd32.exe program Step 2: Use
SSH to log in to BMC with the login account name sysadmin and password superuser
# ssh sysadmin@ <$BMCIP>

Step 3: Use TFTP tool under BMC to store CPLD FW file to /var path of BMC

# tftp ClientlP -g -r file.aje -I /var/test.aje

Step 4: Run the refresh command, /usr/local/bin/Aje_Compress.elf 4HDD

/var/test.aje

# /usr/local/bin/Aje_Compress.elf 4HDD /var/test.aje

Step 5: After the refresh is complete, check whether the CPLD is updated successfully.

The returned value is the CPLD version information
# ipmitool raw 0x34 0x32 0x03

C:\Users\wangjie\Desktop'ipmitool=ipmitool-I lanplus-H 10.10.10.12 -U Administrator -P Admin@9000 raw @x34 0x32 ©x03|
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Figure 8-7 Refresh of 4HDD BP CPLD

8.1.2 Redfish updates the CPLD FW

Step 1: Create a session and obtain the token value

Operation type: POST

URL: https://device_ip/redfish/v1/SessionService/Sessions Request header:

Content-Type: header_type Request message body:

{

"UserName":username

"Password":password

}
Parameter description:
Parameters | Meaning Value
device ip The ip address of | IpvA\ipv6\ domain name

the server

header_type

Format of the

request message

application/json

server user

username Server username | Only administrators and operators have
upgrade permissions. Therefore, use the
existing administrator and operator
usernames

password Password of the | only the administrator and operator have

the upgrade permission. Therefore, use the
password of the existing administrator and

operator

Example screenshot:

[ T

edfisnot fessinnberdse Sessans

teaden |1 findy »

wwww

+ it o atencodes

i
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Figure 8-8 Creating a session

View the created session token value (default timeout is 300s)

Iy MZE 20T 1M BSOS MESA T SRS T A3 UM EOMT TLSIAT LI By N COMInDEIM(ESMes=
Sea thassand Windown

Figure 8-9 Viewing the created session token value

Step 2: Issue the command to upgrade CPLD and view the id of the upgrade task in the
response body

Operation type: POST

URL: https://device_ip/redfish/v1/UpdateService/Actions/SimpleUpdate

When upgrading the firmware, note the following parameters: (

1) The user name and password are not required when upgrading the firmware through
HTTP or HTTPS. BoardType and ImageType need to

be added. The optional value range of ImageType is PSU, CPLD, and BMC. The optional
value range of BoardType is (MainBoard, 12NVME, 12HDD, 4HDD), other values are
invalid; MainBoard CPLD firmware type is.vME suffix, 12NVME, 12HDD, and 4HDD CPLD
firmware type is.aje suffix.

A sample is as follows:

Request header:

X-Auth-Token: auth value

Content-Type: header_type Request message body:

{

"ImageURI": filepath,
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"TransferProtocol": “FTP”,
"ImageType": "CPLD",
"BoardType": " MainBoard ",
"User":username

"Password":password
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}

Parameter description:

Authentication
parameters for
the  request

message

Parameters | Meaning Value

device ip The ip address | IpvA\ipv6\ domain name
of the server

auth_value

Through
https://device ip/redfish/v1/SessionService/Sessions
create a session, when in the returned response Headers

in the body - x - auth - token value

header type

Format of the

application/json

Username for
sharing the file
with the FTP

service

request
message
filepath Path of Such as:
the "Http://172.168.0.49/httpsshare/bpcpld.aje”
upgrade file "ftp://172.168.0.46/pub/cpld.jed"
protocol Download the | “HTTPS”
protocol “HTTP>
required “FTP~
for the
upgrad
e package
BoardType Type of CPLD | "MainBoard",
to upgrade "12HDD",
"4HDD"
username Note: This parameter is required only when you use FTP

to download the upgrade package
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password

Password  for
sharing the file
with the FTP

service

Note: This field is only required when you download the

upgrade package using FTP

For example:

Figure 8-10 Refreshing the CPLD

Step 3: Check the upgrade task status and wait for the task to complete

Operation type: GET
URL: https://device ip/redfish/v1/TaskService/Tasks/id Request header:

X-Auth-Token: auth _value Request message body: None Parameter Description:

Parameter

s Meaning Value

device ip ip address of | IpvA\ipv6\ domain name
the server

auth_value Authenticatio
n parameters | Through
for the | https://device ip/redfish/v1/SessionService/Sessio
request ns create a session, when in the returned response
message Headers in the body - x - auth - token value

id id of the task | Obtained from the body of the response returned
you created by the POST upgrade operation

Example operation:
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Figure 8-11 Upgrade task status

Information description is returned:

Return Meaning Return value

Information

Response The response 200 OK

code status of the

request

TaskState Current state of

Specify the state of the task resource.
the task

New
Starting
Running
Suspended
Interrupted
Pending
Stopping
Completed
Killed
Exception

Service

8.2 Updating the PSU FW

8.2.1 SSH Updates the PSU FW

Step 1: Place the file (XXX.bin) used for the PSU upgrade under the shared folder of
the tftp server
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Using the tftp32 software in Windows, double-click the tftpd32.exe program Step 2:

Use SSH to log in to BMC with the login account name sysadmin and password

superuser
# ssh sysadmin@ <$BMCIP>
Step 3: Under BMC use TFTP tool to save PSU FW file to /var path of BMC

# tftp ClientIP -g -r xxx.bin -1 /var/psu.bin
~ # tftp 10.15.120.76 -g -r psu30.bin -1 fvar/psu.bin psu30.bin

Figure 8-12 Upgrade task status

Step 4: Run the refresh command: psuupdate A/B,

# psuupdate A refreshes PSUO

# psuupdate B refreshes PSU1

Step 5: When the refresh is complete, check whether the PSU has been updated
successfully

The command to query PSU1 is as follows, to query PSUQ, just replace 0x59 with 0x58.
#i2c-test -b 1 -s 0x59 -m 1 -rc 40 -d 0x9B

#i2c-test-b1-s ex59-m1-rc40 -d Ox9B
Bytes read: 40

06 02 01 0100 01 00 3a ff ff ff ff ff ff ff ff £f Ff f £f £f £f f £ £F £f F £ £F 7 7 5
ff Ff ff ff £f £f ff ff

Bytes written: 1 9b

Figure 8-13 Check the PSU version

8.2.2 Redfish Updates the PSU FW

Step 1: Create a session and get the token value

Operation type: POST

URL: https://device ip/redfish/v1/SessionService/Sessions Request header: Content-
Type: header_type Request message body:

{

"UserName":usernamel.

"Password":password

}

Parameter description:

Parameters | Meaning Value
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device ip ip address of the | IpvA\ipv6\ domain name

server

header_type | Format of the | application/json

request message

username’ Server username | Only administrators and operators have

upgrade permissions. Therefore, use the

existing administrator and operator

usernames
password Password of the | oply the administrator and operator have
server user the upgrade permission. Therefore, use the

password of the existing administrator and

operator

For example:

Figure 8-14 Creating a session

View the created session token value (default timeout is 300s)
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Figure 8-15 Viewing the created session token value

Step 2: Issue the upgrade PSU command to view the upgrade task id in the response
body

Operation type: POST

URL: https://device ip/redfish/v1/UpdateService/Actions/SimpleUpdate

Parameters for upgrading the firmware

To upgrade the PSU firmware

, you need to add the Psuld property, 1 for upgrading the power supply and 1 for
upgrading the power supply 2. Other values are invalid The firmware type of the psu
is the.bin suffix Examples are as follows:

Request header:

X-Auth-Token: auth value

Content-Type: header_type Request message body:

{

"ImageURI" : "ftp://10.10.10.10/psu/psu31.bin"

, "TransferProtocol" : "FTP"

, "ImageType" : "PSU"

, "Psuld" : 1

, "User" : "admin”

, "Pass word":"admin"

}

Parameter description:
Table 8-6 Parameter description

Parameter

s Meaning Value
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device ip

The ip address

of the server

IpvA\ipv6\ domain name

sharing the file
with the FTP

service

auth value Authenticatio Through
n parameters | https://device _ip/redfish/v1/SessionService/Sessi
for the | ons create a session, when in the returned
request | response
message Headers in the body - > x - auth - token value
header typ
e Format of the application/json
request
message
filepath Filepath 3 Path | Such as:
where the "Http://172.168.0.49/httpsshare/PSU1.bin"
upgrade file is "ftp://172.168.0.46/pub/ PSU1. Bin"
located
protocol Download the | “HTTPS”
protocol “HTTP>
required “FTP~
for the
upgrad
e package
username Username for | Note: This parameter is required only when you
sharing the file | Us€
with the ETP | FTP to download the upgrade package
service
password Password for | Note: This field is only required when you

download the upgrade package using FTP

For example:
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Figure 8-16 Refreshing the SPU

Step 3: Check the upgrade task status and wait for the task to complete

Operation type: GET
URL: https://device_ip/redfish/v1/TaskService/Tasks/id Request header:

X-Auth-Token: auth _value Request message body: none Parameter Description:

you created

PARAMETER
S Meaning Value
device ip The ip | Ipv4\ipv6\ domain name
address  of
the server
auth_value Authenticatio | Through
n parameters | https://device ip/redfish/v1/SessionService/Sessi
for the | ons create a session, when in the returned
reque response
st message Headers in the body - > x - auth - token value
id id of the task

Obtained from the body of the response returned

by the POST upgrade operation

Example operation:
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Figure 8-17 Upgrade task status Information description is returned:

Response The

code status of the

request

218



Chapter 9 Hazard Instructions

9.1 Safety Precautions

@ To protect your safety, read the following safety precautions in detail when
installing the device:

@ Follow the precautions and instructions marked on the device.

@ Ensure that the voltage and frequency grading of the power supply
conforms to the voltage and frequency indicated on the electrical

specification label on the device.

@ Do not insert any object into the opening of the device. Dangerous voltages
may be present.

@® Conductive objects may cause a short circuit, resulting in fire, electric shock,
or damage.

@ Do not install, use, or operate outdoor equipment (including but not limited
to handling equipment, installing cabinets, installing power cables, etc.) or
cables that are connected to the outdoors in bad weather such as lightning,

rain, snow, and strong winds.

@® Do not wear conductive objects such as watches, bracelets, bracelets, rings,
and necklaces during installation, operation, and maintenance.

@ Special insulation tools must be used during installation, operation and
maintenance, such as wearing insulation gloves, safety clothing, safety

helmet and safety shoes.

@ Ensure that boards or filler panels are installed in all slots. Ensure that
hazardous voltages and energy on boards are exposed, air ducts are normal,
electromagnetic interference is controlled, and dust and other foreign bodies are
protected from the backplane, baseboard, and boards.

9.2 Electrical Safety

o Electrical currents in power supplies, telephone and communication cables
are dangerous. To avoid the danger of electric shock:

o Never connect or unplug any cables, or perform the installation,
maintenance, or reconfiguration of this product during a thunderstorm.

@ Connect all power cables to properly wired and grounded power outlets.
@ Connect any device attached to this product to a properly wired outlet.

@ When possible, use only one hand to connect or unplug the signal cable.
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@ Never turn on any device when there are signs of fire, flood, or house
collapse.

@ Unless otherwise instructed by the installation and configuration program,
unplug connected power cables, telecommunications systems, networks,

and modems before opening the cover of the device.
@ Follow the instructions in the table below to connect and unplug cables
when

installing, moving, or opening the cover or connecting device of this product.

To sever the connection, perform the

To connect, follow these steps following steps
Turn off all devices. Step 1 Turn everything off.
First, connect all cables to the unit. First, unplug the power cord from the

3. Connect the signal cable to the | outlet.
connector. Unplug the signal cable from the

Connect the power cord to the outlet. | connector.

Turn on the power to the device. Unplug all cables from the device.

9.3 Battery Safety

When replacing a lithium battery, only replace it with the same type of battery
recommended by the manufacturer. If the system has modules that contain
lithium batteries, they can only be replaced with modules of the same type made
by the same manufacturer. Lithium batteries may cause an explosion if improperly
used, handled or discarded.

The following actions are prohibited:

o Plunge or submerge the battery in water

() Heat the battery to over 100°C (212°F)

o Repair or remove the battery

o Dispose of the battery as required by your local ordinances and
regulations.

9.4 Laser component safety

When installing laser products, please note the following:

Do not remove the cover plate. Removing the cover of a laser product can result
in exposure to dangerous laser radiation. There are no repairable parts in the unit.
Failure to control, adjust, or perform the procedures specified here may result in

exposure to dangerous radiation.

£3 FusionStor®
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9.5 9.5 General Safety Symbol Instructions

Warning Sign: This sign indicates that
improper operation of the device may
result in personal injury or damage to
the device. Please follow the

instructions.

Protective grounding label: This label
is affixed near the protective
grounding terminal and is used next
to the terminal where the device is
connected to the external grounding

network.

Il

Equipotential connection identifier,
this identifier is used for equipotential
connection terminals, that is, next to
each equipotential terminal inside the

device.

Electrostatic sign: Use this sign in any
electrostatic sensitive area. When you
see this label, wear ESD gloves or a
wristband before operating the

device.

Overheat warning label: This label is
affixed to the surface of the device
that may be scalded by high
temperature. It warns the user not to
touch the device casually during
operation and maintenance. Please
wear anti-hot gloves to avoid

scalding.
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label:

suitable for safe use in non-tropical

Non-tropical climate Only

climate conditions.

Altitude instruction mark: Only for
safe use in areas with an altitude of
2000 meters.

High voitageguaified personnel aperats oaly,
Refer to aser manual before removing cover.

Ortyathanzat pemanse spene high presuretaress

Conuat the manuat betore apeming the petyis

High pressure hazards are operated
by authorized personnel only. Consult

the manual before opening the lid.

-
@
A
A

Hazardous moving parts, keep fingers and
other body parts away.

00 nntmea heta Sades Wit Detan s ganng

Never touch the fan blades while the

fan is rotating!

%

/N CAUTION

Do not pile up the equipment without
packaging. May result in equipment damage,

Do not stack devices after unpacking them.
Device damage may occur.

Do not stack the devices after
unpacking them. Device damage may

OocCcur.

/N CAUTION

Avoid putting object on the top of
rack mounted equipment.

Do not place any objects on top of
the rack-mounted device.

Do not place any objects on top of the

rack-mounted device.

®
A
5

/' CAUTION

Shock hazard!
Disconnect all power sources! Shock

hazard!
Al powes inguits must de daconnected whet the device 2 powesed
i

Electric shock hazard! All power
inputs must be disconnected when

the device is powered off!
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/\ CAUTION

Equipment welghing tess than 18 kg {39.7 Ibs| can be lifted by one person. Equipment
weighing equal toar more than 18 kg (39.7 Ibs) and less than 32 kg (70.5 Ibe) requires twe
people talift.

>18kg(39.7 Ibs) Equipment welighing less than 18 kg (39,7 Ib) can be carried by one person. Equipment
weighing 18kg (29,7 1b) or more and less than 32 kg (70.5 1b) requires two people ta carry it

Equipment weighing less than 18 kg (39.7 Ib) can be carried by one person.
Equipment weighing 18 kg (39.7 Ib) or more and less than 32 kg (70.5 Ib)

requires two people to carry it.




CAUTION

Equipment weighlng equal to o more than 32 kg (70 51bs) and |ess than 35 kg {121.21bs)
requires three people tol|ft

232kg(70.5 Ibs)

Equipment werghirg 32 kg [70.5 Ib| or more and less than 55 kg (1217 Ib) requires three peopie to carry L

1
Equipment weighing 32 kg (70.5 Ib) or more and less than 55 kg (121.2 Ib)

requires three people to carry it.

/\ CAUTION

Equipment weighing equal toormore than 85 Kkg (70.5 Ibs) and less than 72 kg (158.7 Ibs)
requires four people tolift

255kg(121.2 lbs)

Equipment weighing 55%g (121.2 |b) or more and less than 72 kg (157.8 |b) requires four people to carry it

)
Equipment weighing 55 kg (121.2 Ib) and less than 72 kg (157.8 Ib) requires

four people to carry it.

[ l Equipment weighing equat to or more thon 72 Mg {158, 7 Ibsi requires a ifting device,

272kg(158.7 Ibs) I
l Equipment weighing 72 kg (158.7 [b) or more requires lifting equipment.

Equipment weighing 72 kg (158.7 Ib) or greater requires the use of lifting

equipment.

voitl mjury Read and undarstand owner's

manual before operating this product

Ploase chech the er maoust bedore operating the oradoct

Check the relevant sections of the user manual before operating the product.
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Chapter 10 Troubleshooting Guide

10.1 The startup process fails

The server needs to load all hardware on the mainboard during startup. Resources
are allocated to some important components in phases during startup. In order
to facilitate the handling of problems that may occur in each stage, the error
codes corresponding to SEC, PEl and DXE in the POST process are described as
follows.

10.1.1 Querying the POST process code

During the startup process of the server, according to the hardware self-check,
the

BIOS will use the code to represent the current POST corresponding phase.
Table 10-1 Boot process code scope and description

Status Code Range Description

0x01 - 0x0B SEC enforcement

0x0C — OxOF SEC error

0x10 — Ox2F PEIl performs to memory initialization
0x30 — Ox4F PEI executes after memory initialization
0x50 — Ox5F PEl error

0x60 — Ox8F DXE executes to BDS

0x90 - OxCF BDS execution

0xDO0 — OxDF DXE error

OxEO — OxE8 S3 Restart (PEI)

OxE9 — OxEF S3 Restart error (PEI)

O0xFO — OxF8 Restore (PEI)

OxF9 — OxFF Recovered Error (PEI)

SEC and PEI stage startup codes are examples in the red box in Figure 10-1, and

DXE and BDS stage startup codes are examples in the red box in Figure 10-2.



WilsonCity System BI0S Version: A40B07A013 Date: "05/24/2021"
intel RC Version: 20,P95
CPU Info:Genuine Intel(R) CPU $0000%e
Processors; 1 Cores: 32 Stepping: ICXco

Menory Info: Memory Size: 32GB Memory Speed: 2666MHz RAS Mode: Indep

Figure 10-1 Startup codes for SEC and PEI phases

>
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Figure 10-2 Startup codes for DXE and BDS phases
It is not possible to display all the boot codes during the boot process, and you

may not notice the corresponding boot codes when a fault occurs. Therefore, you
can log in to the BMC Web to view the details of the boot codes when a fault
occurs. On the menu bar "Maintenance" as shown in Figure 10-3, select "Startup
self-check code" to go to the page as shown in Figure 10-4. Check the current

startup code or download it as required.
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Maintenance
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Power-on self-test code o
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Figure 10-4 BMC Web startup self-check code content
10.1.2 SEC error code and status

SEC is the first phase when a server is added or started. The error codes in this phase

are listed in Table 10-2:
Table 10-2 SEC error codes and their descriptions

SEC error code Description

0x0C — 0x0D SEC error code reserved field
0xOE Microcode not found

OxOF Microcode not loaded

10.1.3 PEI Error code and status
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After completing SEC phase initialization, proceed to PEIl phase to initialize memory in
preparation for DXE. The error codes in this phase are shown in Table 10-3, 10-4, and
10-5:

Table 10-3 PEI error codes and descriptions

PEI Error Codes Description

0x50 Memory initialization error, invalid memory type or
speed incompatible

0x51 Memory initialization error, SPD read failed

0x52 Memory initialization error, invalid memory size or
module mismatch

0x53 Memory initialization error, no available memory
detected

0x54 Unspecified memory initialization error

0x55 Memory not installed

0x56 Invalid CPU type or speed

0x57 CPU mismatch

0x58 Failed CPU self-test or possible CPU cache error

0x59 CPU microcode not found or microcode update error

Ox5A Internal CPU error

0x5B Reset PPl unavailable

0x5C PEI phase BMC self-test failed

Ox5D-0x5F Error code reserve field

Table 10-4 PEI Phase S3 restart codes and descriptions

Phase PElI S3 Restart

code Description

OxE8 S3 Restart Failure

OxE9 S3 Restart PPI not found
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OxEA S Restart boot script error

OxEB S3 OS wake up error

OXE8 — OxEF Reserved fields
Table 10-5 PEI Phase Recovery error codes and descriptions
Phase PEI Recovery error | Description

codes

OxF8 Restoring a PPl is ineffective
OxF9 Restore Protection not found
OxFA Invalid Restore protection
OxFB - OxFF Reserved field

10.1.4 DXE error code and status
In the DXE stage, the memory is fully initialized and ready for use, allowing for more

complex work. The error codes in this stage are shown in Table 10-6:
Table 10-6 DXE error codes and their descriptions

DXE error codes Description

0xDO CPU initialization error

0xD1 Northbridge initialization error

0xD2 Error initializing Southbridge

0xD3 Some architecture agreements are not in effect
0xD4 PClI resource allocation error, resource exceeded
0xD5 No room for Legacy OpRom

0xD6 Console output device not found

0xD7 Console input device not found

0xD8 Invalid password

0xD9 Error loading boot option (loading Image returns error)
OxDA Boot option failed (start Image returns error)
0xDB Flash update failed

0xDC Reset protocol unavailable

OxDD BMC self-check failed in DXE phase

10.2 Indicator Alarm
10.2.1 Hard Drive Indicator
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The hard disk indicators on the panel indicate the status of a hard disk. The following

figure shows the hard disk indicators (using a 3.5-inch hard disk as an example) :

Locate/Fault o]
Active o]

Yellow (Locate/Fault) and green (Active)

Function definition

Green steady on Yellow light off

Hard drive present

The green light is blinking (4HZ) and the
yellow light is off

Hard Drive Read and write

Steady green, blinking yellow (1HZ)

Hard drive is located

Blinking green (1HZ) and blinking yellow
(THZ)

Hard disk is

reconstruction

under

The green light is off and the yellow light is

on

A hard disk in the RAID group

is removed

The green light is steady on and the yellow
light is steady on

Hard drive failure

10.2.2 Network Adapter Indicators

The network port indicator is used to indicate that the network port is in different

working states. The network port indicator is shown as follows:

Link Active

T -

Indicator name Indicator color

Function definition

Continuous

green

Network links at 1Gbps

Link LED Persistent yellow

Network links at T00Mbps
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The network is connected or not

destroy connected at 10Mbps

The network has data receiving and

Flashing yellow sending

No data is received or sent on the

Active LED destroy network

10.2.3 Power Indicator
The power indicator refers to the LED on the PSU body, and the PSU LED is shown

below:

PSULED

LED action and color Function definition
Continuous green Inputs and outputs are normal
Blinking green (1HZ) Input Normal, standby state
Blinking green (2HZ) Upgrading firmware

Steady on in tan Normal input, no output
destroy No AC power input is available

10.3 Log Alarm
Logs record the status changes of major devices for fault diagnosis.

10.3.1 CPU Alarms and Handling Suggestions

Sensors Log description | Handling suggestions

CPU_STATUS | IERR Switch the position of the CPU for which

the alarm is generated to that of the
normal CPU, identify the faulty
component, replace the faulty CPU, and
check whether the alarm is cleared

Replace the mainboard of the server. Then

check whether the alarm is cleared

Thermal Trip 1. Check whether the fan module is faulty.
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Then replace the fan module

Check whether the ambient temperature in
the equipment room exceeds the threshold.
Adjust the ambient temperature to the
threshold. Then check whether the alarm is
cleared

Check whether the air intake or air exhaust
of the server is blocked. Then remove the
foreign matter and check whether the alarm
is cleared

Check whether the air duct is properly
installed inside the server. Then install the air
duct

Check whether the CPU heat sink is correctly
installed. Then check whether this alarm is
cleared

Apply silica gel to the CPU and reinstall it.
Then check whether the alarm is cleared
Replace the mainboard. Then check whether
the alarm is cleared

Replace the CPU. Then check whether the

alarm is cleared

Processor
Configuration

Error

Switch the position of the CPU where the
alarm is generated to that of the normal
CPU. Locate the faulty component and
replace the faulty CPU

Replace the mainboard of the server. Then

check whether the alarm is cleared
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Correctable
Machine
Check

Error

If multiple MCES occur in a row, switch the
position of the CPU that generates the alarm
to that of the normal CPU. Locate the faulty
component, replace the faulty CPU, and
check whether the alarm is cleared

Replace the mainboard of the server. Then

check whether the alarm is cleared

10.3.2 Memory Alarms and Handling Suggestions

Sensors

Log

description

Handling suggestions

DIMMxx_Status | Uncorrectable

ECC

Remove and reinsert the DIMM where the
alarm is generated. Then check whether
the alarm is cleared. 2. Swap the DIMM
where the alarm is generated with the
DIMM and check whether the alarm is
migrated to the DIMM. 3. Replace the
DIMM where the alarm is generated. Then

check whether the alarm is cleared. 4

Correctable
ECC

loggin
9
limit reached

1. When this alarm is generated, the server
can operate normally. Replace the DIMM
in an appropriate time and environment.
Then

check whether the alarm is cleared

10.3.3 PCIE Device Alarms and Handling Suggestions

Sensors

Log

description

Handling suggestions
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PCIE_Status

Bus
Correctable

Error

Check whether the PCIE device and its
corresponding slot are damaged or in
poor contact. Remove and reinstall the
PCIE device. Then check whether the
alarm is cleared. Replace the PCIE device.

Then check whether the alarm is cleared

Bus
Uncorrectable

Error

1. Check whether the PCIE device and its
corresponding slot are damaged or in poor
contact. Remove and reinstall the PCIE device.
Replace the PCIE device. Then check whether

the alarm is cleared
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Bus Fatal Error

1. Check whether the PCIE device is damaged
or in poor contact with the corresponding slot.
Then remove and reinstall the PCIE device.
Replace the PCIE device. Then check whether

the alarm is cleared

Bus Degraded

1. Check whether the PCIE device and its slot
are damaged or in poor contact. Remove and
reinstall the PCIE device. Replace the PCIE
device.

Then check whether the alarm is cleared

10.3.4 Hard Disk Alarms and Handling Suggestions

Sensors Log description Handling suggestions

xHDD_BP_DISKx | Drive Fault

1. Replace the storage device
where  the alarm s
generated. Then check

whether the alarm is cleared

10.3.5 Power Supply Alarms and Handling Suggestions

Sensors Log

description

Handling suggestions

PSUx Status | Power Supply
Failure
detected

Remove and reinstall the power supply. Then
check whether the alarm is cleared
Replace the power module. Then check

whether the alarm is cleared
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error

standby PSU is not 8V higher than that of the
active PSU

Cross the input power cables of the active and
standby PSU. Then check whether the alarm is
cleared

Replace the PSU. Then check whether the alarm

is cleared

Power Supply
input lost or

out-of-range

Remove and reinsert the cable of the power
supply module. Then check whether the alarm
is cleared

Replace the power cable. Then check whether
the alarm is cleared

Replace the power module where the alarm is
generated. Then check whether the alarm is

cleared

Configuration

1. In active/standby mode, the input voltage of
the

10.3.6 Fan Alarms and Handling Suggestions

Sensors Log Handling suggestions

description
FANX Device Check whether the fan module is removed. If yes,
_Status Absent

reinstall the fan module and check whether the
alarm is cleared

Remove and reinstall the fan module. Then check
whether the alarm is cleared

Replace the alarm fan module. Then check

whether the alarm is cleared

10.3.7 Threshold Sensor Alarms and Handling Suggestions

Sensors

Log
description

Handling suggestions
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Power Sensor | Upper The read value of the sensor exceeds the
Critical upper critical going high threshold
going high View the components corresponding to the
sensor and check whether the environment is
properly configured
Restart the BMC after confirming that the
environment is normal
FANX_Speed Lower The read value of the sensor exceeds the low
Critical critical going low threshold
going low View the components corresponding to the
sensor and check whether the environment is
properly configured
3. Restart the BMC after confirming that the
environment is normal
Upper The read value of the sensor exceeds the high
Critical recoverable threshold
going View the components corresponding to the
high sensor and check whether the environment is
properly configured
Restart the BMC after confirming that the
environment is normal
PSUx_Input Vol | Lower The read value of the corresponding sensor
Non- exceeds the low recoverable threshold
critical View the components corresponding to the
going low sensor and check whether the environment is
properly configured
Restart the BMC after confirming that the
environment is normal
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Upper
Non-

critical

ging high

The read value of the corresponding sensor
exceeds the high recoverable threshold

View the components corresponding to the
sensor and check whether the environment is
properly configured

Restart the BMC after confirming that the

environment is normal

PSUXx_Pin

PSUx_Pout

Upper
Non-

critical

ging high

The read value of the corresponding sensor
exceeds the high recoverable threshold

View the components corresponding to the
sensor and check whether the environment is
properly configured

After the environment is normal, restart the
BMC

The read value of the sensor exceeds the high

recoverable threshold

View the components corresponding to the

PSUx Temp

sensor and check whether the environment is
properly configured
3. Restart the BMC after confirming that the

environment is normal

The read value of the sensor exceeds the high
recoverable threshold

View the components corresponding to the
sensor and check whether the environment is
properly configured

Restart the BMC after confirming that the

environment is normal
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PSUx _Fan

The read value of the sensor exceeds the high
recoverable threshold

View the components corresponding to the
sensor and check whether the environment is
properly configured

Restart the BMC after confirming that the

environment is normal

Upper The read value of the corresponding sensor
Voltage Non- exceeds the high recoverable threshold
Sensor critical View the components corresponding to the
ging high sensor and check whether the environment is
properly configured
Restart the BMC after confirming that the
environment is normal
Upper The read value of the sensor exceeds the upper
Critical critical going high threshold
going View the components corresponding to the
high sensor and check whether the environment is
properly configured
Restart the BMC after confirming that the
environment is normal
Lower
Non- 1. The read value of the corresponding sensor
critical exceeds the low recoverable threshold
going low | view the components corresponding to the

sensor and check whether the environment is
properly configured
Restart the BMC after confirming that the

environment is normal
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Lower The read value of the sensor exceeds the low
Critical critical going low threshold
) View the components corresponding to the
goinglow | sensor and check whether the environment is
properly configured
Restart the BMC after confirming that the
environment is normal
Temp Sensor Upper The read value of the corresponding sensor
Non- exceeds the high recoverable threshold
critical View the components corresponding to the
ging high sensor and check whether the environment is
properly configured
Restart the BMC after confirming that the
environment is normal
Upper The read value of the sensor exceeds the upper
Critical critical going high threshold
going View the components corresponding to the
high sensor and check whether the environment is

properly configured
Restart the BMC after confirming that the

environment is normal

10.3.8 Collecting Logs
Web Download the IPMI Event Log

240




D vt % B = c
< (o SR (e 1000035 Meguiovent-log. % e

e YV TRy pe—,

= = A semun o Wi, A Miwl -

PR,

Event Log All sensorevent logs

Filter By DY antive CRER T O Ayt v || s v

Kot g 34 4128 weovs s

o poury
? 1024 s e oty 40010, ML 4 D g S sy
|

T T—— ‘

[~ o
1023 Ufbwen 1 SEradn of B syttni 2 atioges d i b dock WK

b

g ‘

Actvati Yancaw it yod |
s I8 10 octivate Winds

o 0 LAACP PWR Status semsor of type

241




Appendix: Acronyms and

abbreviations

Abbreviations

Explanations

BIOS Short for BASIC INPUT/OUTSYSTEM.

CMOS Short for COMPLEMENTARY METAL OXIDE SEMICONDUCTOR.
PXE Short for Preboot eXecution Environment.

UEFI Short for Unified Extensible Firmware Interface.

CPU Short for Central Processing Unit.

PCH PCH, short for Platform Controller Hub.

SATA Short for Serial ATA.

Server Mgmt

Short for Server Management.

ROM Short for READ ONLY MEMORY.

ACPI Acpi, short for Advanced Configuration and Power
Management Interface.

PCI Short for Peripheral Component Interconnect Standard.

ME Short for Management Engine.

UPI Short for Ultra Path Interconnect.

FRU Short for Field Replace Unit

HDD Short for Hard Disk Drive.

CSM Short for Compatibility Support Module.
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